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Preface

This manual is for user to set up a network environment using the NIO200 series
Product line. It contains step-by-step procedures and graphic examples to guide
installer or individuals with slight network system knowledge to complete the
installation.

Copyright

This publication, including all photographs, illustrations and software, is protected
under international copyright laws, with all rights reserved. No part of this manual may



be reproduced, copied, translated or transmitted in any form or by any means without
the prior written consent from NEXCOM International Co., Ltd.

Disclaimer

The information in this document is subject to change without prior notice and does not
represent commitment from NEXCOM International Co., Ltd. However, users may
update their knowledge of any product in use by constantly checking its manual posted
on our website: http://www.nexcom.com. NEXCOM shall not be liable for direct, indirect,
special, incidental, or consequential damages arising out of the use of any product, nor
for any infringements upon the rights of third parties, which may result from such use.
Any implied warranties of merchantability or fitness for any particular purpose is also
disclaimed.

Acknowledgements

IWF series are trademarks of NEXCOM International Co., Ltd. All other product names
mentioned herein are registered trademarks of their respective owners.

Safety Information

Before installing and using the device, note the following precautions:

= Read all instructions carefully.

== Do not place the unit on an unstable surface, cart, or stand.

== Follow all warnings and cautions in this manual.

= When replacing parts, ensure that your service technician uses parts specified by the
manufacturer.

== Avoid using the system near water, in direct sunlight, or near a heating device.

Installation Recommendations

Ensure you have a stable, clean working environment. Dust and dirt can get into
components and cause a malfunction.

Use containers to keep small components separated.

Adequate lighting and proper tools can prevent you from accidentally damaging the
internal components. Most of the procedures that follow require only a few simple tools,
including the following:

== A Philips screwdriver

= A flat-tipped screwdriver

== A grounding strap



An anti-static pad

Using your fingers can disconnect most of the connections. It is recommended that you
do not use needle-nose pliers to disconnect connections as these can damage the soft
metal or plastic parts of the connectors.

Safety Precautions

1.

10.
11.

12.
13.

14.

Read these safety instructions carefully.
Keep this User Manual for later reference.
Disconnect this equipment from any AC outlet before cleaning. Use a damp cloth.
Do not use liquid or spray detergents for cleaning.
For plug-in equipment, the power outlet socket must be located near the equipment
and must be easily accessible.
Keep this equipment away from humidity.
Put this equipment on a stable surface during installation. Dropping it or letting it fall
may cause damage.
The openings on the enclosure are for air convection to protect the equipment from
overheating. DO NOT COVER THE OPENINGS.
Make sure the voltage of the power source is correct before connecting the
equipment to the power outlet.
Place the power cord in a way so that people will not step on it. Do not place
anything on top of the power cord. Use a power cord that has been approved for
use with the product and that it matches the voltage and current marked on the
product’s electrical range label. The voltage and current rating of the cord must be
greater than the voltage and current rating marked on the product.

All cautions and warnings on the equipment should be noted.

If the equipment is not used for a long time, disconnect it from the power source to
avoid damage by transient overvoltage.

Never pour any liquid into an opening. This may cause fire or electrical shock.

Never open the equipment. For safety reasons, the equipment should be opened
only by qualified service personnel.

If one of the following situations arises, get the equipment checked by service
personnel:

a. The power cord or plug is damaged.

b. Liquid has penetrated into the equipment.

c. The equipment has been exposed to moisture.

d. The equipment does not work well, or you cannot get it to work according to the

user’s manual.
e. The equipment has been dropped and damaged.



f. The equipment has obvious signs of breakage.
15. Do not place heavy objects on the equipment.
16. Be sure to ground the 0.75mm2 with an appropriate grounding wire (not included)
by attaching it to the grounding screw on the unit and to a good ground connection.
Earth, Green/Yellow wire, 18AWG, the minimum cross-sectional area of Earth
conductor shall equal to Input wiring cable.
17. The front of the Equipment requires wiring terminals with the following
specifications:
® Wire size: 30-12 AWG (0.0509-3.3088 mm?)
® Wire Type: copper wire only
® Terminal Blocks Torque: 5 Ib In. (0.565 N-m).
® For supply connections, use wires suitable for at least 75 degree C ambient
environment
- There must be a disconnect device in front of “NI0200 series” to keep the
worker or field side maintainer be cautious and aware to close the general
power supply before they start to do maintenance. The disconnect device
hereby means a 20A circuit-breaker. Power installation must be performed
with qualified electrician and followed with National Electrical Code,
ANSI/NFPA 70 and Canadian Electrical Code, Part |, CSA C22.1.
18.

(3)

(1) DC IN: 12-48Vdc, 2.1-0.6A
(2) LAN
(3) WAN(POE):57Vdc, 600mA
19. This equipment is intended to Ex nA IIC T4 Gc.

Note:

This equipment is intended to be mounted on a pole with the mounting bracket, wall
mounting or DIN mounting; the mounting should always let water proof connectors
down to bottom position.



Cet équipement est destiné a étre monté a la place avec le support de montage,
montage mural ou montage DIN; Le montage doit toujours laisser les connecteurs
imperméable a la base.

This equipment is suitable for use in Class I, Division 2, Groups A, B, C, and D or
non-hazardous locations only.

Cet équipement est adapté a une utilisation en Classe [, Division 2, Groupes A, B, C et
D ou des zones non dangereuses uniquement.

- WARNING - EXPLOSION HAZARD. DO NOT CONNECT OR DISCONNECT
WHEN ENERGIZED.”

- AVERTISSEMENT - RISQUE D'EXPLOSION. NE PAS CONNECTER NI
DECONNECTER LORSQU'IL EST EN CHARGE.

- Product is UL Listed with UL Listed Fittings for use with liquid-tight flexible metal
conduit. This wiring method is suitable for flexible connections in accordance with
Article 501.10(B)(2) of the National Electrical Code (ANSI/NFPA 70). Suitability for
installation in particular applications is at the discretion of the Authority Having
Jurisdiction (AHJ) or similar.

- Le produit est homologué UL avec des accessoires homologués UL

pour conduit métallique flexible étanche aux liquids.

ette méthode de cablage convient aux flexibles connexions conformément
- alarticle 501.10 (B) (2) du National Code électrique (ANSI / NFPA

70). Pertinenced'installation dans certaines applications a

la discrétion de I'Autoritéayant Juridiction (AHJ) Ou similaire.

Technical Support and Assistance

1. For the most updated information of NEXCOM products, visit NEXCOM’s website at
www.nexcom.com.
2. For technical issues that require contacting our technical support team or sales
representative, please have the
following information ready before calling:
— Product name and serial number



— Detailed information of the peripheral devices

— Detailed information of the installed software (operating system, version,
application software, etc.)

— A complete description of the problem

— The exact wordings of the error messages

Warnings

Read and adhere to all warnings, cautions, and notices in this guide and the
documentation supplied with the chassis, power supply, and accessory modules. If the
instructions for the chassis and power supply are inconsistent with these instructions or
the instructions for accessory modules, contact the supplier to find out how you can
ensure that your computer meets safety and regulatory requirements.
1. Handling the unit: carry the unit with both hands and handle it with care.
2. Opening the enclosure: disconnect power before working on the unit to prevent
electrical shocks.
3. Maintenance: to keep the unit clean, use only approved cleaning products or
cleans with a dry cloth.

Safety Warning: This equipment is intended for installation in a Restricted
Access Location only
Avertissement de sécurité: Cet équipement est destiné a étre installé uniquement dans

un lieu d'accés restreint

Cautions

Electrostatic discharge (ESD) can damage system components. Do the described
procedures only at an ESD workstation.

If no such station is available, you can provide some ESD protection by wearing an
antistatic wrist strap and attaching it to a metal part of the computer chassis.

Conventions Used in this Manual

Warning: Information about certain situations, which if not observed, can
cause personal injury. This will prevent injury to yourself when performing a task.



Caution: Information to avoid damaging components or losing data.

Note: Provides additional information to complete a task easily.

WARMING
HOT SURFACE

T TOUCH o
vy T Note: The surface temperature of enclosure may exceed 70°C under

working condition.
Remarque: La température de surface de I'enceinte peut dépasser 70 ‘C dans des
conditions de travail.



1. General Information

1.1 Document Purpose

The purpose of this document is to provide instructions for using ISA100.11a
Monitoring Control System (MCS) and to provide information about the NEXCOM
NIO200IAG ISA100 All-In-One Gateway as well as instructions on how to configure
certain settings.

1.2 Definitions, Acronyms and Abbreviations

The following table lists definitions, acronyms, and abbreviations that are only
suitable to this document.

Term Description

API Application Programming Interface

Backbone Any data network (e.g. industrial Ethernet, IEEE 802.11, etc.)
within a facility interfacing to the plants network.

Backbone Router An entity in the ISA100.11a network with routing capability

which serves as an interface between the radio network and the
backbone network.

BBR Backbone Router
Blacklisted channel A channel on which transmission is prohibited.
Broadcast Transmission intended for all the devices in an ISA100.11a

network (used for advertisements with all devices including the
BBR, or for receive links for field devices only).

CCA backoffs The count of transmissions on an RF channel that were aborted
due to CCA.

cal Common Gateway Interface

Channels Divisions of radio frequencies supported in a wireless network.

Contract An agreement between the system manager and a device in

the network involving the allocation of network resources by the
system manager to support a particular communication need of
that device.

Device role Device capabilities that will be accepted by the Security
Manager.



Term Description

DHCP

EUI64, EUI-64

Field

Field device

Gateway

Graph
(communication)

Graph (Topology)
GW
Input/output

ISA100.11a

JSON
LAN
Link

MCS
Network Address
Packet Error Rate

Process value

Provision

Revision
Router

Dynamic Host Configuration Protocol — a method to
automatically configure the IP settings of a host connected in a
LAN.

The 64-bit address of a device in the network; it is a unique
identifier usually set at the manufacturing of the device.

The geographic space that contains all the nodes of a wireless
network.

A physical device designed to meet the rigors of plant operation
that communicates via DPDU’s conforming to the ISA100.11a
protocol.

An entity in the ISA100.11a network that serves as an interface
between the ISA100.11a network and a client.

A collection of unidirectional interconnected devices, which
defines a set of communication paths between a source device
and a destination device.

A graphical representation of the network topology.

Gateway

A device with minimum characteristics required to participate in
an ISA100.11a network and which provides or uses data from
other devices.

A communication protocol used in wireless networks, set up by
the Wireless Compliance Institute.

JavaScript Object Notation

Local Area Network

A momentary or persistent interconnecting path between two or
more devices for the purpose of transmitting and receiving
messaging.

Monitoring Control System

The 128-bit address of a device in the network.

The ratio, in percent, of the number of lost packets (DPDU’s) to
the total number of packets sent by the selected device to its
parent.

The quantity being controlled or the measurement value.

To update settings on an entity in order to prepare it for working
in the network.

The device software revision related to vendor/model.

A device that has data routing capability.



Term Description

Security Manager An entity in the ISA100.11a network that assigns the security
keys that are required for communication between devices.

SM System Manager

Superframe A collection of timeslots with a common repetition period and
possibly other common attributes.

System Manager An entity in the ISA100.11a network that supervises the various
operational aspects of a network other than security.

TR Transceiver — the BBR radio

User Application From ISA100.11a standard: An active process within the

Process highest portion of the application layer that is the user of OSI
(Open Systems Interconnection) services.

uTcC Coordinated Universal Time — A universal timekeeping standard

that is based on the Greenwich Mean Time (GMT). Local time is
calculated in UTC and offset by the local time zone.
FD Field Device



2 Product Overview

NIO200CID2

NE{LOM

IR - o
& & & Q‘!\.-I.mm

NIO200 ATEX

2.1 About the NIO200IAG Gateway

The NIO200IAG is an All-in-One ISA100 Wireless (IEC62734) compliant System and
Security Manager, Gateway and Backbone Router. ISA100 compliance allows the
NIO200IAG to establish full mesh field network topologies to ensure robust and
reliable communication for mission-critical industrial wireless applications. The
integration of both IEEE 802.11n Wi-Fi Mesh and ISA100 technologies ensures a fully
redundant, mesh powered infrastructure for both the field network and the backbone
infrastructure. It is CID2 and ATEX compliant for deployment in hazardous
environments and is a perfect solution for critical data monitoring and control in
process automation verticals such as oil & gas. The NIO200 co-exists gracefully with
Wi-Fi based communication systems due to advanced spectrum management
techniques. It hosts an intuitive web interface that allows end users to visualize
process data, alerts and alarms as well as manage and configure ISA100 Wireless



compliant field instruments. All software and firmware components are remotely
upgradeable.

2.2 Package Contents

Each NIO200IAG package contains the following items:

®  One NIO200IAG unit

® Two simple wall mounting kit

® Three liquid-tight cable gland or conduit based on the ATEX or CID2 model.
(used only for DC power input and Ethernet port)

® Two-pin DC power connector for 12~48 VDC power input

Grounding screws

® Fioutdoor antennas for evaluation purpose ( when deployed in field site, the
antenna may be changed to meet the application requirement )

2.3 Logical Interfaces

Interface Description

Serial Port The serial port is used as a kernel console and emergency backup.

TCP The NIO200IAG Gateway accepts the following TCP connections.

> The NIO200IAG Gateway has an http server listening on port 80.
The NIO200IAG Gateway has an http server listening on port 8080.
The NIO200IAG Gateway has an https server listening on port 443.
The MODBUS TCP server is listening on TCP port 502.

The Standard GSAP interface is listening on TCP port 4900.

vV V VYV VYV V¥V

The GSAP over SSL is listening on TCP port 4901.

UDP The NIO200IAG Gateway utilizes the NTP protocol to synchronize time with
Internet time servers. The UDP port 123 must be open in both directions to allow

time synchronization.




Interface Description

Not all interfaces are guaranteed to be up in all cases. Some might be disabled for specific

NOTE: applications.



3 Getting Started

3.1 NIO200IAG Gateway

The web-based administration is the preferred method to administer/configure the
NIO200IAG Gateway. It requires a web browser and the IP of the NIO200IAG
Gateway. The NIO200IAG Gateway must be connected to the local LAN then
powered on, and the IP/mask or the router must be accessible from the PC where
the browser is running.

3.2Hardware installation Guide

Hardware connection of NIO200 includes the power, Ethernet interfaces and RF
connectors. The installation of NIO200 should be carefully done with standard
waterproof connectors accessories in the package (CID2: conduit connector,
ATEX: cable gland connector).

Note: the mounting of NIO200 should always let water proof connectors down to
bottom position. The following picture illustrates the proper mounting direction of
NIO200 in the field.



NE{LOM
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The installation should have water
proof connector at the bottom position

3.2.1 Water proof connector installation

A. Installation of conduit connector for CID2 model

To install conduit in NIO200 enclosure, please follow the steps below:




[ ) Put [ Position the o Pass DC

conduit through ferrule at the end power cable or
cap nut and of the conduit. Ethernet cable
gland packing. ( Just have the through conduit

bottom of ferrule
cover the conduit,
over-tighten may
enlarge conduit
diameter and
loosen

s ) s W

® Connect ® Insert the ® Push gland
connector into conduit with packing and
NIO200 ferrule into cap nut
enclosure, connector of forwards to
tighten locknut NIO200 NIO200
with body. enclosure. conduit
connector
and tighten
the cap nut

To install the conduit, user should implement with Flexible Metal Conduit,
Liguid-tight which meets UL360 standard. Here is the requirement of the
diameter and size information for the selection of Metal Conduit that mate with
NIO200 conduit connectors.



Inner Inner Outside Qutside Min

Hasr:l:'lal diameter diameter diameter diameter bending F:ZE::T.Q
(inch) min. max. min. max. radius (m)
(mm) (mmy} (mmy} (mm) (mmy}
3/8" 12.29 12.80 17.50 18.00 50.50 30
1/2" 15.80 16.31 20.80 21.30 82.50 30
[ 34" 20.83 21.34 26.20 26.70 108.00 30 ]
1 26.44 27.08 3280 33.40 1685.00 20
1-1/4" 35.08 35.81 41.40 42.20 2032.00 20
1-1/2" 40.01 40.64 47.40 48.30 228.50 20

Installation of cable gland connector for ATEX model

-» .2 -

@'uowm

To install cable gland with power / Ethernet cable on NIO200 enclosure, please
follow the steps below:

Power connector installation

1. De-assembly the cable gland connector.

* !- . i 2. Pass power and Ethernet cable through cable

gland as the illustration at the left.




3. Connect cable gland to NIO200 unit:
® Screw up the tips of power cable to green
" power connector.

B 7 ® Fit the power cable to the left screw hole
Weieie.

and tightly fasten cable gland to enclosure

of NIO200 unit.
é ® Fit the Ethernet cable into the LAN or WAN
hole on the enclosure. Tightly fasten cable

gland to enclosure of NIO200 unit.

3.2.2 Power installation

ATEX Model ® Prepare DC power source (12~48 VDC) or

-‘Q standard PoE facility such PoE swtich or
=D
L e PoE injector.
1 1

- ® If use external DC power source, please
oE pol
w Siiienl bl carefully check if the polarity of power

PoE injector
Power pin range:57Vdc, 600mA

DC Input range: cord fits the polarity drawing in this

12-48Vdc, 2.1-0.6A

CID2 Model diagram.

® \When use PoE power source, just plug the
Ethernet cable into PoE port.

'i“"' ® If the power connects correctly, then the

POE port “Power LED” will light accordingly

Connect to PoE switch or
PoOE injector
range:57Vdc, 600mA

@®j®)e.

-+

Power pin
DC Input range:

12-48Vdc, 2.1-0.6A



3.2.3 Antenna installation

I‘ Wi-Fi antenna connector for Wi-Fi Mesh

connection (WLAN 1 & WLAN 2)

NE{COM
£ EE

IWSN antenna connector ( for connecting to ISA100
or WirelessHART ), not used in NIO200WMR.

3.2.4 Earth grounding

1. Be sure to ground the 0.75mm? ground screw with
an appropriate grounding wire ( Earth,
Green/Yellow wire 18AWG, not included) by
attaching it to a good earth ground connection.

2. There must be a disconnect device in front of
“NIO200 series” to keep the worker or field side

maintainer be cautious and aware to close the
general power supply before they start to do
maintenance.

3. The disconnect device hereby means a 20A
circuit-breaker. Power installation must be

performed with qualified electrician and followed

with National Electrical Code, ANSI/NFPA 70 and
Canadian Electrical Code, Part |, CSA C22.1.




3.2.5 Mounting of NIO200 Series

Mounting method in NIO200 is default with simple wall mounting kit. If the installation is
with pole mounting method, then user should purchase pole mounting kit for the
installation. Here is the guide for both simple wall mounting method and pole mounting
method:

A. Simple wall mounting method:

1. Screw the simple wall mounting kit to the bottom of NIO200 enclosure.

R @ ® @
e U

2. Be sure to fasten the mounting kit with horizontal position as below:

| &

=

3. Hang on NIO200 to the wall with water proof connector at the bottom direction.

B.Pole mounting method:



Fasten screw for Fasten screw to fix
pole mounting pole mounting kit
to bottom case

Pole mounting kit

NiOZ60 4



3.3 Connecting to the NIO200IAG Gateway

The NIO200IAG is pre-configured a static IP address 192.168.1.1 for connection
directly to a computer. In order to communicate with the NIO200IAG, the user must
temporarily set the computer IP address to a static address (192.168.1.100 for
example) and may use an Ethernet cross-over cable to connect the NIO200IAG to
the computer.

3.4 Accessing NIO200 Admin website

Once the communication has been established with the NIO200IAG, the user can
log in the NIO200 Admin website to change the network configuration, including its
IP address. To the access this website:

- In browser, open a connection to http://192.168.1.1/ (or the user defined IP
Address)

- Admin website requires authentication, the default username and password are
root and admin.

@ MO0 Luc x 1

< G O 192180113l binluc/ To 0 :

NEXCOM NIO200

Authorization Required

Powered by LuCl (gil-16.020.59380-53d70da) | Operwrt ChaosCalmer

3.5 Configuring the IP Address

The IP Address can be changed in System page. The user must click “Save” or
“Click Save and Apply” when done.
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NEXCOM NIOZ00

Interfaces - LAN

au can sonfiguies lhe
el by

s by licking e “hridge inlerlaces™ fi
LA (.. ethd. 1),

uled and criler e names ol seveal

Comman Configuration

G

Selup Acdvanad Sellings Physical

Stalus B Uptime: Oh 20m 57=
ar-lan MAC-Address: 00:10:F2:35:0B:05
RX: 547.07 KB (4202 Pktz.)
TX: 2.35 MB (E540 Phtz.)
IPvd: 192.188.1.13:24
IPvE: fdb2:280c:7E14: 1460

IPv4 address 192,168.1.12
IPv4 netmask 256.255.255.0
|Pud gateway 182.168.1.254
I broadeast
Uit cuslom DNG severs

PvE assignmenl lerglh [:0¢]

T9E.168.1.130gi-binglugisfad minmatwork metwork 1a part of given length of every public IPvB-prefix 1o this inferface -

3.6 Configuring the NTP settings

The NTP Settings can be changed in System page. The user must click “Save” or “Click
Save and Apply” when done. It is strongly recommended to have access to the Internet in
order to allow the NTP client configured on the IAIG to synchronize with external time
servers present online. ISA100.11a mandates the existence of a master source clock
exists in each network. In this implementation this role is fulfilled by the System Manager

through the NTP application running on the device.
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3.7 Monitoring Control System

ISA100 specific network management and configuration takes place into the Monitoring
Control System (MCS). Steps to access the MCS:

Step Action

1. Open the following URL: http://<NIO200IAG_1P>:8080/ replacing
<NIO200IAG_IP> with NIO 200IAG Gateway IP.

2. Type the following user name and password in the Login fields:
» Username: the username provided.

» Password: use the password provided.

3. Click the Login button.
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4 Home page

Once the credentials are entered and access is granted, the browser will display
the Device List by default.
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Administration

The user interface consists of two sections:

» The menus on the left, which allow you to navigate through the pages of the
website

» The main section, which displays the contents of the selected page



5 Administration for the Network Devices

The Network section provides information about various network tasks accessed from
the Monitoring Control System Webpage.
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5.1 Dashboard

The Dashboard page is a report zone that allows you to monitor reading variations for
selected devices. The Dashboard consists in a series of panes added by the user,
which provide a visual representation of the information published by selected devices
on selected channels.

The information is refreshed automatically at regular intervals (10 seconds, 30
seconds, or 1 minute).
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To delete a device from the dashboard, click & in the top right corner of the pane. No
confirmation is required for the system to delete the pane.

To add a device to the dashboard, perform the following steps:

Step Action

1. Click on the Add Device button.



2. The Device dialog box will open:

Add device to dashboard

Devices: IUD22:FFDD:DDD?:Bl?4 v ]
Channels: |Cl1ur|r|el_1 ¥ ]
Min value: I |
Max value: | |
Slot number:
Gauge: . ‘_,4] i 1

Ok Cancel

Select a Device from the drop-down list.
3. Select the Channel that you wish to monitor from the drop-down list.

4. Type the desired gauge value range for the readings; if the selected
values are out of range, a message on the pane will notify you.

5. Optional, select the Slot number (up to the current slot number); if you do
not select a slot number, the system automatically assigns the next
available slot.

6. Select the desired Gauge type.

7. Click OK to add the device to the dashboard.

» You can also add a reading to the dashboard from the Device Details
page: in the Information pane, click the Add to dashboard (ATD) icon
NOTE: % next to a reading.

» Up to 9 devices are supported in the dashboard.
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5.2 Topology

The Topology page displays a graphical representation of the current network
topology as well as allows users to view data about contracts and devices.
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Contract details:

The system performs regular automatic updates of the topology information. When
you load the page, the topology graph is generated based on the latest topology
information available. The time of the last topology information update is indicated
at the top of the page. To view the latest topology, press Refresh — this will
generate a Request Topology command and will refresh the page.

In the SubnetID drop-down list located at the top of the topology window, select a
subnet to view.

The registered devices are displayed on multiple levels represented as grey bands.
The levels are numbered from 0 to n. The level number is indicated in the upper left
corner of a level. The Gateway, the System Manager, and the Backbone Router
are found on level 0. The level is given by the preferred clock source. A device is on
level one, if its preferred clock source is a backbone router. A device is on level 2 if
its preferred clock source is on level 1 and so on.

Communication-wise, field devices are linked to the backbone router, which is the
central device in the network, either directly or via other devices. The backbone



router further relays to the Gateway, while the System Manager organizes the
entire network. The field devices can have various sensors attached: temperature
sensors, humidity sensors, etc.

The devices are identified in the topology by the last four characters of their EUI-64
address. For easier identification, the backbone router, the gateway and the
system manager are identified with the abbreviations BBR, GW, and SM. The
devices are placed within a level in the order of their EUI64 address. They can be
moved freely within the range of their level by drag-and-drop to obtain better
legibility of the topology.

In addition, they are represented by suggestive icons and against backgrounds of
different colors, to distinguish their roles (also shown in the Devices legend at the
bottom of the page):

» Gateway — purple background
Backbone Router — blue
System Manager — dark green

IO/Router Devices — blue

vV V V VYV

IO Devices — light green
» Routers - red

By positioning the cursor over an icon, you can view the tooltip, which includes the
following details for a device:

» EUI-64 address
device role
subnet ID
device tag

manufacturer

vV V V V V

model

The available Topology page elements and viewing options are described in the
following paragraphs.

Adjusting Width and Height

You can adjust the size of the topology representation using the buttons [-] and
[+] for height and width.



You can also adjust the height and width to the size of the Topology pane by
clicking [Fit], or revert to the original viewing settings by clicking [ normal ].

Links

When the page is loaded, the Links option located above the topology graph is
selected by default. The backbone router is also selected by default in the topology
graph and the Preferred ClockSource links to it are displayed as green lines.

To view the Preferred ClockSource for a particular device, click on the device in the
topology graph, or select the device in the drop-down list located on top of the
Topology window. The MCS will display the device’s link to its preferred
ClockSource.

To view the Secondary ClockSource links for a selected device, check this option in
the Links Legend. These links are displayed in blue in the topology graph.

To view the transmission links between a selected device and other, check the
Links option in the Links Legend. The regular links are displayed in black in the
topology graph.

To view all the other links formed between the network devices, check the Show
all links option.

This option is unchecked by default.

To view the RSQI signal value for a device’s links, check the Show signal
guality/PER option. The signal quality value is displayed next to each link and is
colored in the color of the respective link.

To view the packet error rate for a device:
» First check the Show signal quality/PER option

» In the Links Legend, select the desired ClockSource links to display
(Preferred or Secondary, or both)

» Click the Get PER for selected device button located in the Links Legend.
The PER is shown as a percentage next to the respective link

Contracts

To view the contracts for a selected device:

Step Action

1. Check the Contracts option located at the top of the topology graph.



2. Choose a device by clicking on it in the topology graph or by selecting it in
the Devices drop-down list located above the graph.

3. In the Contracts drop-down list you will view the selected device’s
inbound and outbound contracts with the System Manager and the
Gateway. To show a contract on the graph, select it in the list.

The contract will be represented by a green line if it is periodic or by a
blue line if it is aperiodic.

The Contracts legend located at the bottom of the Topology page also
indicates how the types of contracts and links are represented.

A device can have both a periodic and an aperiodic contract with the same

NOTE: .
SM or GW at the same time.
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Contract details

In addition, when you select a contract, information about the contract parameters
will be shown in the Contract details section at the bottom of the page.

The contract information includes the following parameters:
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Contract ID — the contract identifier based on the contract owner
Service type — can be periodic or aperiodic

Source/destination device — the EUI64 address of the requester, and the
destination device respectively

Source / destination SAP —“0” is the default value for the DMAP on a device;
“1” is the default value of a SMAP on the System Manager; the other values
represent custom SAP’s

Activation time — the date and time when the contract was established
Expiration time — the date and time when the contract terminates

Priority — indicates the base priority for all messages sent using the contract
NSDU Size — the packet size at network layer

Reliability — the requested reliability for delivering the transmitted packets to
the destination

Period — identifies the desired publishing period, for periodic contracts

Phase — identifies the desired phase (within the publishing period) of
publications, for periodic contracts

Deadline — the maximum end-to-end transport delay desired, in periodic
communication

Committed Burst — for long-term aperiodic communication; it specifies the
bandwidth:

e A positive value specifies the packets transmitted per second; e.g. a
committed burst of 2 indicates that two packets per second are
guaranteed

e A negative value specifies the number of seconds per packet; e.g. a
committed burst of -15 indicates that a packet transmitted every 15
seconds is guaranteed

Excess Burst — for short-term aperiodic communication; it has the same
significance as the committed burst, but is only used in exceptional
situations where aggressive communication is needed on a short-term

MaxSendWindow — the maximum number of client requests that may be
simultaneously awaiting a response, in the case of aperiodic communication






5.3 Devices

The devices page features the list of devices that exist in the network and a search
form that enables you to search devices based on their EUI-64 address, tag and/or

state.
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Search devices

When the device page is loaded, the registered devices are displayed by default.

Step Action

Search by EUI-64 address

1. To search a device by its EUI-64 address, type the address in the EUI-64
Address input field,

or
For a partial search:
» Type part of the EUI-64 address in the EUI-64 Address input field

» Select the desired state from the Show Devices drop-down list



2. Click Search. The system will retrieve all the devices whose EUI-64
addresses contain the characters provided by the user.

NOTE: To delete the search parameters, click Reset.

Search by device tag

1. A tag is a custom description that you can assign to a device in order to
facilitate identification of that device in the plant. One tag can be assigned
to a single device.

To search for devices based on their tag, type the tag in the Device Tag
input field.
2. Click Search.

» The tag field is case sensitive.
NOTE:
» To delete the search parameters, click Reset.

Search by device state only

1. To display devices based on their state at a given time, select the desired
state from the Show Devices drop-down list. The device list will update
automatically.

A device can be in only one of the following states at a given moment in
time:

» Registered — the device has successfully joined the network and is
ready to operate

» Joining process — the device has been provisioned and is
attempting to join the network

» Unregistered — the device has lost connection with its neighbors in
the network
Device List

The Device list shows the network devices in a table, one item per line, with main
information about each logical device:

» EUI-64 address (the MAC address),



IPv6 address
Tag — the device tag

Revision — the firmware version available on the device
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Role (Gateway, System Manager, Backbone Router, Field Router) and
model (manufacturer information)

A\

Status (“Full Join” for registered devices; “Joining” for joining devices; “Not
Joined” for unregistered devices), and

» Last Read (the date and time of the last reading from the device) and a link
to the Readings page for the device in question.

In addition, the device list provides a quick link to the Run Commands page for
that specific device.

When you load the page, the registered devices are displayed by default. To view
unregistered or joining devices, select the corresponding option in the Show
Devices drop-down list.

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The
default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.

The last time the page was refreshed is also indicated at the top of the page. The
page does not refresh automatically; therefore you must click Refresh to update it.

Delete a device

In the devices page you have the option of deleting an unregistered device. When
you delete a device, it will be removed from the network and any related data,
including previous readings, will be deleted from the database.

To delete the device, click the icon #¢ located next to the device. The system will
require confirmation to perform the action. Click OK to delete the device or Cancel
to abort the action.



5.4 Device Detalls

In this page you can see all the information available for the selected device and
perform device-specific commands. The page is accessed by clicking on the device
EUI-64 address in the device list.

The page is organized into seven tabbed panes by types of information and also
features a Back button to allow you to quickly revert to the Devices page, as well as
an indication of when the last page was updated and a Refresh button (where
applicable) that enables you to retrieve up-to-date information in the specific page.

Information

The Information pane displays general as well as activity specific information about
the device. When the page is loaded, it shows the latest information available. To
update the information, click Refresh.

The following details are shown in addition to those already indicated in the device
list:

» Manufacturer — the name of the device manufacturer

» Revision — the radio firmware version

» Subnet ID — the ID of the subnet that includes the device

» Power Supply Status — represented as a battery with the following colors:
e green, when the device is line powered

e Dblue, when the device is battery powered, and the remaining capacity
of the battery is greater than 75%

e vyellow, when the device is battery powered, and the remaining
capacity of the battery is between 25% and 75%

e red, when the device is battery powered, and the remaining capacity
of the battery is less than 25%

» Data transmission statistics — the number of transmitted/received packages
and the number of failed transmissions/receptions

» Process values — the parameters measured by the device.
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m Settings Registration Log Neighbors Health Schedule Report Channels Statistics Run Commands

EUI-64 Address: 0022:FF00:0002:B174 Back

Manufacturer: NIVIS |
IPv6 Address: FCO0:0000:0022:FF00:0002:B174:0003:000C

Model: FREESCALE_VN210
Subnet ID: 3

Revision: TK__04.11.01

Device Role: 10 Router Device

Device Status: FULL_JOIN

Last Read (UTC): 2016-08-15 20:32:10
Power Supply Status: L |

DPDUsTransmitted: 301
DPDUsReceived: 130
DPDUsFailedTransmission: 2

DPDUsFailedReception: 0
Energy Left: N/A

Last refreshed on: 2016-08-15 20:29:54 (153 seconds ago) Refresh

Items per page out of total 4

Name M.U. Object ID Attribute ID Index1

Channel_1 Channel_UM_1 Float32
Channel_2 Channel_UM_2 Float32
Channel_3 Channel_UM_3 Float32

Channel_4 Channel_UM_4 Float32

Process values

The process values are displayed in a table with the following related information:
» Name - the process value name
» M.U. - the unit of measurement for the process value

» Format - various formats are possible, defining the value range of the
measured parameter: int8, uint8, intl6, uintl6, int32, uint32, float32

» TSAP ID

» Object ID

» Attribute ID, and
» Two indices.

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The
default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.

Settings
The settings reflect the current operation of the ISA100.11a stack on a device.

The type of information displayed in this pane includes neighbor details, routes and
graphs:



Device Details

Information Eiﬂ Registration Log Neighbors Health Schedule Report Channels Statistics Run Commands
Back

EUT-64 Address: 0022:FF00:0002:B174
IPv6 Address: FC00:0000:0022:FF00:0002:B174:0003:000C

Last refreshed on (UTC): 2016-08-15 20:32:50 (18 seconds ago) Refresh

Neighbors
Address 64 Is Clock Source Signal Quality Graph ID

Meighbor Address 64

0000:0000:FFFF:000B Preferred N/A (0) 1 0000:0000:FFFF:000B
0102:0304:0506:0BB6 No N/A (0) 4 0102:0304:0506:0BB6

Route ID Alternative Selector Forward Limit Route Element

Neighbors

The Neighbors section lists the registered neighbors of the selected device as well
as indicates their signal quality and whether they are clock sources for the selected

device.
A clock source neighbor can have one of the following roles:

> Preferred clock source — the reference clock source for the selected device.

» Secondary clock source — a backup clock source that becomes preferred,
when the reference clock source is not available.

Multiple neighbors may be designated as clock sources for a selected device.

The Signal Quality column displays the received signal quality indicator (RSQI)
values and their associated labels, as shown in the following table:

RSQI Signal Quality

1-63 Poor signal

64-127 Fair signal

128-191 Good signal

192-255 Excellent signal
Graphs

The Graphs section lists all the graphs that include the selected device, with the
specific graph ID’s and neighbor addresses within each graph.

Graph 1 is the inbound graph, while the other graphs are outbound graphs.



Routes

The Routes section lists the routes of which the source is the selected device.

Routes can be classified into:

» Routes based on graphs, established between two field devices or a field
device and the Backbone Router

» Hybrid routes — established between the Backbone Router and a joined
device (the destination of the route) for which an outbound graph has not
been created yet. Hybrid routes consist of the node’s parent’s outbound
graph and the destination node.

Routes are listed in a table displaying the following information:

» Route ID — route identification data; ID’s are given in the order of creation of
the routes. Route 1 is the default route established between field devices
and the Backbone Router.

» Alternative — a number ranging from 0 to 3 that enables you to differentiate
between routes based on their source and destination:

e |[f the alternative is O, the route is based on a contract requested by
the System Manager or the Gateway. This feature will be available in
future releases.

e If the alternative is 1, the route is established between two field
devices

e If the alternative is 2, the Backbone Router is the source of the route
and a field device is the destination.

e [f the alternative is 3, this is the device’s default route (Route 1) to the
Backbone Router.

> Selector — identifies the destination of the route; the selector varies based
on the value of the alternative:

e If the alternative is 0, the selector indicates the contract ID and the
address of the source (SM or GW)

e If the alternative is 1, the selector field indicates the contract ID.

e If the alternative is 2, the selector field indicates the address of the
destination device.

e If the alternative is 3, the selector is null.

> Forward Limit — the maximum number of nodes that a route can include



» Route Element — indicates the ID of the graph that stands at the basis of the
route, or the graph ID and the destination’s address, for hybrid routes.

To view the updated device settings, click the Refresh button. The Request
Topology and Get Contracts and Routes commands will be sent to the System
Manager.

When the command is generated, a message at the bottom of the screen will
indicate that the device information is refreshing.

Registration Log

The registration log displays the registration history for the selected device, at
different dates and times, commonly known as timestamps.
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Information Settings m Neighbors Health Schedule Report Channels Statistics Run Commands

EUI-64 Address: 0022:FF00:0002;B174 Back
IPv6 Address: FCO0:0000:0022:FF00:0002:B174:0003:000C '
Start TiME wovveevereerreeers [B715/2016 ZIE : End Time covveeeveesieeesees |:|3|:| ; |:| Search

Registration Status ... |All v =* all registration entries for current device Deleta*=

Items per page [N out of total 2

Timestamp* &
2016-08-15 19:51:12 SEC_CNFRM_Req
2016-08-15 19:51:57 FULL_JOIN

Use the Search functionality to view the behavior of the device over a specific
period time:

» Choose the status you wish to view from the Registration Status
drop-down list

» Optional, fill in the Start Time and the End Time fields, and then click
Search.

The results are displayed in a table that indicates the timestamp and the device
status at that specific timestamp. A device can have one of the following statuses
at a given moment:

» SEC_JOIN_Req - the security join request was received by the System
Manager

» SEC_JOIN_Rsp — a security join response was sent to the device



NETWORK _Req - the network join request was received by the SM
NETWORK _Rsp — the network join response was sent to the device
CONTRACT _Req - the join contract request was received by the SM
CONTRACT _Rsp — the join contract response was sent to the device

SEC_CNFRM_Req - the security join confirmation was received by the SM
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SEC_CNFRM_Rsp — the security join confirmation response was sent to the
device
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FULL_JOIN - the device is joined and configured and all information about it
is available

» NOT_JOINED - the device is not joined

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The
default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.

Neighbors Health

This pane provides a communication health report about the selected device’s
neighbors.
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EUI-04 Address: 0022:FF00:0002:B174 Back
L
IPv6 Address: FC00:0000:0022:FF00:0002:B8174:0003:000C

Last refreshed on (UTC): 2016-08-15 20:47:53 (10 seconds ago) | Refresh

Items per page out of total 2 1/1

Neighbor Link status Transmilted/Failed Received fFailed Signal Strength({dBm) Signal Quality

0000:0000:FFFF:000B Available
0102:0304:0506:0BB6 Avallable

The report includes:
» Neighbor identification information - the EUI-64 address
» The timestamp of the report request

» A general link status:



e Available — if the neighbor is available for communication
e Unavailable — if the neighbor is unavailable for communication
» Communication health information:

e The number of DPDU's transmitted to the neighbor and the number of
failed transmission attempts

e the number of DPDU’s received from the neighbor and the number of
failed receptions from the neighbor

» The neighbor signal strength (measured in dBm) and
» The signal quality (for the RSQI ranges and associated labels

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The
default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.

Schedule Report

The schedule report pane provides information about time slot and channel
allocation for the selected device.

Superframes and links

The active Superframes that the device uses for communication are listed in the
page along with information regarding size (the number of time slots), start time,
and the number of links allocated on each Superframe.
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EUI-64 Address: 0022:FF00:0002:B174 Back
—J
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Last refreshed on (UTC): 2016-08-15 20:48:21 (7 seconds ago) | Refresh
Items per page out of total 4 1/1
Superframe ID Time Slots Start Time* Links
1 3000 2016-08-15 20:47:27 1
2 3000 2016-08-15 20:47:27 9
4 3000 2016-08-15 20:47:27 4

5 5700 2016-08-15 20:47:27

* using UTC time
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Clicking on the number of links will display a new page with link related information
for each individual link allocated on the selected Superframe, as shown in the
following screen:
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EUI-64 Address: 0022:FFO0:0002:8174 Back

Device Type: 10 Router Device

Superframe ID: 2

Neighbor device ..... [an | Direction ............... All v | Search |

Link type .ovcieenns (a0 ]

Items per page out of total 9

Neighbor Device Slot Index Link Period Slot Length Channel No

FFFF:FFFF:FFFF:FFFF 1 500 10464 0 Reception Periodic Management Communication
0102:0304:0506:0BB6 59 500 10464 0 Transmission Periodic Management Communication
0102:0304:0506:0BBG6 159 500 10464 0 Transmission Periodic Management Communication
0102:0304:0506:0BB6 259 3000 10464 0 Transmission Periodic Management Communication

FFFF:FFFF:FFFF:FFFF 359 500 10464 0 Reception Periodic Management Communication
0102:0304:0506:0BB6 459 1000 10464 0 Transmission Periodic Management Communication
0000:0000:FFFF:000B 499 s0o 10464 G Transmission Periodic Data Communication
0000:0000:FFFF:000B 601 3000 10464 G Transmission Periodic Management Communication
0000:0000:FFFF:000B 801 1000 10464 6 Transmission Periodic Management Communication

re channels: [0 RN (EET) [EE8 (EE5 (ST (ST BECH 50 IECH XN 70 IEEN 2N I
I vse [l Blackiisted [ Tdle

The following details are shown:

» Neighbor — the EUI-64 address of the neighbor or the broadcast address
FFFF.FFFF.FFFF:FFFF (used only for advertisements and receive links)

» Slot index — the ID of the slot within the Superframe

v

Link period — the periodicity of a link (measured in No. of slots) within a
Superframe cycle

Slot length — expressed as a multiple of 2-2° seconds
Channel number

Direction — reception or transmission
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Link type, which can be:
e aperiodic data communication
e aperiodic management communication
e periodic data communication

e periodic management communication



You can use the search form on the top of the page to sort links based on neighbor
device, the link type of the direction of the communication.

In addition, in both the Superframes and Links tables you can sort the information
by the number of items listed per page. The default number of records displayed in
a page is 10. Paging controls at the bottom of the table enable you to navigate
through the pages of the table.

When the pages are loaded, the latest information available is shown. To update
the information, click Refresh.

RF Channels

The channels of the device are represented at the bottom of the pane. The
channels that are clear for communication are highlighted in blue, the unused
channels are highlighted in gray, while blacklisted channels are highlighted in red.
Channel 26 has been disabled by default for purposes of compliance in certain
countries.

Channel Statistics

This pane displays statistical information about CCA backoffs per channel.

Device Details

Information Settings Registration Log Neighbors Health Schedule Report Channels Statistics Run Commands

EUI-64 Address: 0022:FF00:0002:B174 Back
Device Role: 10 Router Device
Last refreshed on (UTC): 2016-08-15 20:48:49 (13 seconds ago) Refresh
11 U]
12
13 0
14 o
15 (
16 0
17 ]
18 ]
19 0
20 o
21 0
22 24
23 0
24
25 (
26 0




The information is presented in a table, with the value column expressing the
percentage (0% to 100%) of aborted transmissions for each channel.

To update the information, click Refresh.

Run Commands

This pane enables you to perform device-specific commands.

Device Details

Information Seltings Registration Log Meighbors Health Schedule Report Channels Statistics w_

EUI-04 Address: 0022:FF00:0002:8174 Back

IPv6 Address: FC00:0000:0022:FF00:0002:8174:0003:000C

Commands

Command ... | <select> v |

Execute Cancel

To go to a specific command, select it from the Commands drop-down list. After
you generate the command, a message at the bottom of the screen will indicate its
status (“Command sent successfully”, “Command sent error”). The tracking
number of the command is also indicated, together with a link to the Commands
Log, where you can view the results of the command.



The following types of commands are available:
Read Value

This command is available only for field devices and enables you to read a value
on a particular channel of the selected device.

Device Details

Information Seltings Registration Log Neighbors Health Schedule Report Channels Statistics

EUI-64 Address: 0022:FF00:0002:8174 Back
IPv6 Address: FC00:0000:0022:FFO0:0002:B174:0003:000C

Command .............. | Read Value v

Process Value ... [ Channel_1 v |

Committed Burst .........ooeeees |15 ]

Execute Cancel

To generate the command, select the process value for which to request a reading
and click Execute. The returned value will be displayed in the Readings page, in
engineering units under the Value column as well as in the Command Log, under
the Response column.

NOTE: When the device is unregistered, the Run Commands tab is unavailable.
Reset Device
This command resets the firmware on the specific device.
Three types of resets can be performed on a device:

» Warm Restart — performs a software reset; as a consequence, the device
will unregister and re-register

» Restart as provisioned — resets the device while keeping provisioning
information

» Reset to factory defaults — deletes the provisioning information and resets
the device to its manufacturing settings; the device must be re-provisioned
in order to be able to join the network



Device Details

Information Settings Registration Log Neighbors Health Schedule Report Channels Statistics m

EUT-64 Address: 0022:FFO0:0002:RB174 Back
L
IPv6 Address: FCO0:0000:0022:FF00:0002:B174:0003:000C

Command .............. |Reset Device v |

Restart Type ......ccceeeiiieeenns [<select> v |

Execute | Cancel |

This command is available for all network devices with two exceptions:

» The command cannot be performed on the System Manager

» The Reset to factory defaults option is not available on the gateway
Read Object Attribute

Using this command you can read attributes from an object on the selected device.

Device Details

Information Settings Registration Log Neighbors Health Schedule Report Channels Statistics m

EUT-64 Address: 0022:FF00:0002:6174 Back
IPv6 Address: FCO0:0000:0022:FF00:0002:B174:0003:000C
Command .............. | Read Object Attribute v |
2

Object ID ... 129

Attribute ID B

Index1 ... 0

Index2 ... o

Committed Burst ............... F15

| Execute | | Cancel |

To read an attribute, type in the UAP specific TSAP ID (port), the Object ID, and
the Attribute ID you wish to read. Then click Execute.

The values of the two indices are 0 by default and the value of the Committed

NOTE: S
Burst field is -15 by default.

The command returns the content of the attribute, which will be displayed in hex
format in the Response column of the Commands Log page.



Write Object Attribute

This command enables you to write/edit a value to an object on the selected
device. Only certain attributes are editable.

Device Details

Information Settings Registration Log Neighbors Health Schedule Report Channels Statistics

EUTI-64 Address: 0022:FF00:0002:B174 Back
IPv6 Address: FC00:0000:0022:FF00:0002:8174:0003:000C

Commands

Command .............. | write Object Attribute v |

TSAP ID (port) ..o
Object 1D ..........
Attribute ID ...

Indexl ..............

Index? ..............

Values (HEX) ..........

Committed Burst F15

| Execute Cancel |

To write the attribute, type in the TSAP ID (port), the associated Object ID, and the
Attribute ID you wish to write or edit. Then type the desired hex value(s) in the
Values input field. And click Execute.

The values of the two indices are 0 by default and the value of the Committed

NOTE:
Burst field is -15 by default.



Execute Object Attribute

The execute service is used to execute a network visible method on an object on
the selected device.

Device Details

Information Settings Registration Log Neighbors Health Schedule Report Channels Statistics

FUT-64 Address: 0022:FFO0:0002:B174 Back
IPv6 Address: FC00:0000:0022:FF00:0002:B174:0003:000C

Command .............. |Execute Object Method v |
TSAP ID (port) coovverrrnnrnranns
Object 1D oo
Method ID ...
Index1 ............ o

Index2 ................ u
Details (HEX)
Committed Burst

................ F15

Execute | Cancel

NOTE:

To execute the method, type in the TSAP ID, the associated Object ID, and the
Method ID you wish to execute. Provide the method details in hex format in the
Details input field. Click Execute.

The values of the two indices are 0 by default and the value of the Committed
Burst field is -15 by default.



5.5 Network Health

The Network Health page provides a communication health report at network level.

[ Monitering Centrol Syst=: X
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The page consists of two sections containing network summary statistics and
device-specific communication health information.

C | [} 192.168.1.11:8080/app/r ealth.t Qy

Monitoring Control System m ISA 1 oo

Wireless

Network Network Health

DPDUS Sent: 11303
DPDUs Lost: 244

GPDU Path Ruliability:  100%
GPDU Data Relabilityr 100
:::::: ek Type:

In the network summary section the following information is indicated:

>

vV V V V

>

Network ID and Network Type - network identification data(where
applicable)

Devices Count — the total number of registered devices, including the
Backbone Router

Join count — the total number of joins of all the devices in the network
Current Date — the present time
Start Date — the date and time the System Manager application was started

Transmission and reliability statistics, based on the summary report per
device

The averaging interval for GPDU statistics, reported in seconds

The device communication report section consists of a table displaying the
following information for each device:



EUI-64 Address — the network address of the device
Start Date — the date and time of the device’s first join

DPDU’s Sent — the total number of packets sent by the device

vV V V V

DPDU’s Lost — the total number of packets sent by the device which failed to
reach destination

A\

GPDU Latency — the percentage of scheduled GPDU's that arrive later than
expected

» GPDU Path Reliability — the percentage of GPDU'’s transmitted successfully
on a primary path

» GPDU Data Reliability — the percentage of successful GPDU’s (transmit
GPDU'’s that are transferred correctly on the first attempt plus receive
GPDU'’s that pass integrity checks)

» Join Count — the total number of joins per device

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The
default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.

The last time the page was refreshed is also indicated in the page. To update the
information, click Refresh.



5.6 Readings

In this page you can view the readings received from devices, which are generated
either on demand by Read Value commands or by automatic Publish/Subscribe
commands. The readings can be filtered by Device, Process Value, or Reading
Type (Publish/Subscribe or On Demand).

[ Menitoring Control Syster X - o

L C | [ 192.168.1.11:8080/app/r

jol

g Control 5y (NE{COM | ISA 100
: : Wireless
Metwork Readings

28199997

Channel_2 45727745

0.010536

35404.000000
0.073450

2.002407

To search for readings, select the desired device, process value and reading type
as shown in the screen above, and click Search. The results are displayed in a
table that contains the following information for each reading:

» Device EUI-64 address (MAC address of the device that reported the
reading)

» Timestamp (date and time of the reading)
» Channel Name (the process value name)

» Value (the value received on that particular reading) — shown in engineering
values

» Unit of Measurement (if applicable)
» Reading Type

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The



default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.

From this page you can also save the search results into a Microsoft Excel CSV
file, by clicking Export.



5.7 Commands Log

In this page you can view all the commands issued on the registered devices in the
system. The commands can be filtered by Device, Command (type), or
Command Status (New — command posted in database, Sent — command sent to
device, Responded — device responded successfully to the command, Failed —
command failed to execute).

[@ Monitonng Centrol Syst=: X = a .
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Network Commands Log
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Administration

To search for commands, select the desired device, command and command
status and click Search. The results will be displayed in a table, as shown in the
screen above, with the following information for each command:

» Tracking Number (internal ID of the command),

» EUI-64 address (MAC address of the command destination device),
» Command (name of the executed command)
>

Parameters (description of the parameters chosen for the command, if
applicable)

A\

Status (current status of the command)

A\

Posted Time (date and time when the command was generated)

» Response Time (date and time when the command was responded
successfully or not)



» Response (the response for the issued command if the command was
responded successfully or the error reason if the command failed), which
can consist of:

e The measured value expressed in engineering units for the Read
Value command

e The hex value for Read/Execute Object Attribute commands

e The mention success for all the other types of commands executed
on devices

If the length of the response exceeds the size of the Response cell, click on the
response link to open the Tracking Response form and view the full response:

Tracking Response

00000000000000000000001800010000

Close

Given the large number of commands generated automatically by the system at
regular intervals, these commands are hidden by default. To view them, check the
Show system generated commands option in the Search dialog and click Search.

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The
default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.

From this page you can also save the search results into a Microsoft Excel CSV
file, by clicking Export.



5.8Alerts

&~
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The Alerts page enables you to view alarms and events generated by devices.

Alerts consist in application messages that advise or warn the recipient of the
presence of an impending or existing situation of interest.

0
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Network Alerts

Itemws per page out of tatal 1063
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Administration

Two types (classes) of alerts are supported in accordance with the ISA100.11a
specification:

» Events — indicates that something happened with the device

» Alarms — indicates that a device has transitioned to an abnormal state, or
has returned to normal from an abnormal state. An alert is sent to describe
the change of state

To search for alerts:

» Select the device, the alert category, priority and class of alert

» Optional, fill in the Start Time and the End Time fields, and then click Search
The results are displayed in a table that indicates the following information:

» EUI-64 address — the MAC address of the device generating the alert

» TsaplD and ObjectID — identification of the application process and the
associated object that initiated the alert



» Time — the date and time when the alert condition was detected
» Class — the type of alert (alarm or event)
» Direction — with the following values:

e Start/End — only for alarms, it indicates if the report is for an alarm
condition, or a return to normal from an alarm condition

e NJ/A —if the alert reports an event

» Category — device diagnostic, communication-related, security-related, or
process related

» Priority — indicates the importance of the alert, with the following ranges and
associated labels, in compliance with the specification:

e 0-2: Journal-only
e 3-5 Low
e 6-8 Medium
e 9-11:High
e 12-15: Urgent
» Value - indicates the value associated with the alert condition.

You can set the number of records to be displayed per page in the table. The
default number of records displayed in a page is 10. Paging controls at the bottom
of the table allow you to navigate through different pages of the search results.

From this page you can also save the search results into a Microsoft Excel CSV
file, by clicking Export.



5.9 Troubleshooting

The Troubleshooting page displays the latest alerts related to various events in the

network.
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The alerts are listed in a table, with the following information:

» EUI-64 or IPv6 Address or Device Tag — a drop down list allows you to
choose the device identification information that will be displayed in the first
column of the table. The drop-down box is set on EUI-64 by default

» Timestamp — the date and time when the alert was generated

» Event — the alert type

» Details — this column displays the following details, depending on the type of

alert;
Alert Type Details
Device Join Device
IPv6
Device
Type
Device Join Parent
Failed
Phase
Reason
Device Leave Reason

Explanations

IPv6 address of the device

The tags GW, BB, or SM for field devices, the tag is not
displayed

The IPv6 address of the parent device

Join Phase Join Phase Description

4 SECURITY_JOIN_Req

5 SECURITY_JOIN_Rsp

6 NETWORK_JOIN_Req

7 NETWORK_JOIN_Rsp

8 JOIN_CONTRACT_Req

9 JOIN_CONTRACT_Rsp

10 SECURITY_CONFIRM_Req
11 SECURITY_CONFIRM_Rsp

The reason number and description

The reason number and description



» The time elapsed from the last alert

Contract Alerts and Topology Alerts will be implemented in a future version of

NOTE:

the MCS.

The Display last N alerts drop-down list allows you to select the maximum number
of alerts to display in the table. You can choose a value between 50, 100, 150, and
200.

To always view the latest alerts, enable the Autorefresh every N seconds
checkbox. You can choose a value between 5, 10, 15, 30, and 60 seconds.

Filters

The Edit filters button allows you to define the filters to apply for displaying the
alerts. Click the button to expand the upper section of the page:

[ Monitering Centrol Syst=: X = o '
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Under Devices, select the devices for which you want to display alerts.
Checking/unchecking the All checkbox in the table header will check/uncheck all
the devices.

Under Alert Class & Types, you will view a hierarchy of application alerts and you
can select the desired alerts combination.

Checking/unchecking an alert class will check/uncheck all the alert types in that
class.



Checking/unchecking the All checkbox in the table header will check/uncheck all
the alerts.

Pressing Clear Filter will reset the filters to All for both the Devices list and the
Alerts list.

Each alert is preceded by an icon indicating the severity of the alert:
@ - Information
1, - Warning

© - Error

The Severity Icon is displayed for each Alert in the Troubleshooting table based on the
following mapping:

Alert Reason Severity

Device join/leave alerts

Device Join info
Device Join Failed 1: Timeout (device does not warning
respond to SM queries)

2: Re-join (new join request warning
while joining)
3: Parent left the network warning

during device join

8: Insufficient parent warning
resources - will retry join
trough another router

4: Device removed from SM error
whitelist

5: Device not found SM error
whitelist



Alert Reason Severity

6: Invalid join key - error
mismatch with key from SM
whitelist
7: Invalid challenge - error
already used in a
Security _Join_Request
(possible retry)
9: SubnetID mismatch Error
(device provisioning/SM
whitelist mismatch)

Device Leave 1: Timeout - device does error
not respond to SM queries
2: Re-join (new join request error
while joined)
3: Parent left the network error
4: Device removed from SM error
whitelist

Contract Alerts

Contract Establish info

Contract Modify info

Contract Refusal 1: Insufficient resources error
2: Delayed (try again later)  error
3: Device not found error
4: Contract not found (it error

applies to
modification/renewal)



Alert Reason Severity

5: Invalid request error
(requested an operation

that cannot be performed or

the request contains invalid
parameters)

6: timeout (no response to  Error
contract request). This
reason can only be set by

the FD.

Contract Terminate 1: requested info
2: expired
3: unjoin

Topology alerts

Parent Change info

Backup Change info



5.10 Bulk Transfers

The bulk transfers page enables you to monitor the status of configured bulk
transfers.

Bulk Transfers Status

EUIe4 Address | | Transfer Type Search

Refresh every 20 seconds & Transfer Status All v Reset |

Ttems per page out of total 1

AvgSpeed Remaining Duration

EU Add st st
et fedsh Transfer Type Transfer Status (msg/min) (hh:mm:ss) (hh:mm:ss)

0022:FF0O0:0002:B174 Not started

* using UTC time

Bulk transfers can be filtered by EUI-64 Address, Transfer Type and Transfer
Status. To filter them, select the desired filters and/or type the EUI-64 Address for
the desired device and click Search. To reset all the filters, click Reset.

The bulk transfers are displayed in a table with the following information:
» EUI-64 Address - the EUI-64 address of the target device
» Transfer Type:
e UDO (Upload/Download Object) — the ISA-defined transfer method

e BTO (Bulk Transfer Object) — an enhanced Nivis-defined transfer
method

» Transfer Status - indicates the status of the transfer process at the time of
viewing; the possible statuses are: Not Started, In Progress, Failed, and
Completed

» Avg. Speed - the average transmission speed, calculated in packets
(messages) per minute since the beginning of the transfer

Remaining - the remaining time to completion
Duration - the total duration of the transfer

Started On - the date and time the bulk transfer operation started

vV V V V

Data — Only for a completed transfer, click the View link to see the
transferred data in HEX format, as shown in the figure below:



To refresh the information in the table regularly, check the Refresh every 20
seconds option in the Search form.

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The
default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.



5.11 Set Country Code

The page allows setting the Country Code on the field devices and on the
transceiver, to follow country-specific RF regulations.

Set Country Code

Country Code [None

Execute
Target device(s): none

EUL-64 Address | |

Device Tag I:l Revision IK__04.11.01 v Search Reset

Ttems per page out of total 1

EUL-64 AddressY Device Tag

Device RolefModel

0022:FFO0:0002:B174 Centero_Bi/4 10 Router Device/FREESCALE_VN210 IK__04.11.01

Choose the country in the “Country Code” drop down, select the devices to
configure, click Execute.



6 Configuration

The configuration section enables you to view and edit certain settings for the
configuration/provisioning of the devices and the network, including connection settings,
publishers, alert subscriptions, and Modbus register mapping.

This section is intended for users with thorough technical knowledge,
IMPORTANT and certain configurations require advanced expertise, therefore they

should be carefully planned, as any inconsistencies may render the
devices/network inoperative.

The changes you perform in the settings for each separate entity will also be
reflected in the Advanced Settings page and vice-versa.

NOTE:



6.1 Backbone Router

The Backbone Router configuration page consists of 5 sections, as shown is the
table below.

General Settings

1. Specify the EUI64 and the BBR Tag.

Backbone Router

General Settings

|50 T U [poooooooFFFFoooB ]

L INEXCOM Backbone |

*The Backbone must be restarted for the new settings to take effect.

» Hover over an edit box and a tooltip will appear,
indicating the allowed format and range for each value.

NOTE: > If you change any of these settings, you must restart
the Backbone Router in order for the new settings to
take effect.

Provision/security

2. Specify the Subnet ID — which must be the same for all the devices in a
subnet, the Subnet Mask, and Specify the APP Join Key.

SUBNEE ID cvovceeree e [ooo3 |
Subnet Mask ..o.ovovrecnveeeeeneiesnnnnnn. |FFFF |
App Join Key ..... )c0clc2c3cdc5chbo7cBo9cAcBoCeDeEck ]

*The Backbone must be restarted for the new settings to take effect.




» Hover over an edit box and a tooltip will appear,
indicating the allowed format and range for each value.

» If you change any of these settings, you must restart
the Backbone Router in order for the new settings to

NOTE:
take effect.

» Take care: the subnet ID is hexadecimal in this page
(while it is decimal in the Device management page,
as well as in the Gateway Configuration page)




Logging

3. Select the Stack Logging level. The numbers suggest the degree of
detail provided in the Backbone Router logs:

» 1 (ERROR) for error messages only
» 2 (WARN) for error and warning messages

» 3 (DEBUG) for error, warning and debug messages

Logging

Stack Logging level .....cccccveviinencnna. 1 2

Time Settings

4. Select NTP servers if the NIO 200IAG Gateway has access to internet

In case the NIO 200IAG does not have access to the internet, time
synchronization can be performed by using the transceiver clock as the

time source

Time Settings

Get time from .cececreceeceerecnesessecncsnnens

5. When you have finished editing the settings, click Save. As mentioned
above, depending on the settings that you modify, the backbone router
may need to be restarted for the changes to take effect.



6.2 Gateway

The Gateway configuration page consists of 3 sections, as shown is the table
below.

General Settings

1. Specify the EUI64, IPv6 Address, UDP Port Number, and the GW Tag.

General Settings

EUIG4 [600dbeef500db10b |

GW Tag ['NEXCOM Gateway” |

*The Gateway must be restarted for the new settings to take effect.

» Hover over an edit box and a tooltip will appear,
indicating the allowed format and range for each

value.
NOTE:
» If you change any of these settings, you must restart

the gateway in order for the new settings to take
effect.

Provision/security

2. Specify the Subnet ID and the APP Join Key.

Provision/security

Subnet ID E

App Join Key |cOc1c2c304cScﬁc?chQcAchCchEcF

*The Gatewasy must be restarted for the new settings to take effect.



http://10.32.0.199/app/gateway.html

» Hover over an edit box and a tooltip will appear,
indicating the allowed format and range for each

value.

NOTE:
» If you change any of these settings, you must restart

the gateway in order for the new settings to take
effect.

Logging

3. Select the App Logging level and the Stack Logging level. The
numbers suggest the degree of detail provided in the Backbone Router
logs:

» 1 (ERROR) for error messages only
» 2 (WARN) for error and warning messages

» 3 (DEBUG) for error, warning and debug messages

Logging

AppiLiogging level . icieresssssensasnsssassss 1 @ 2 3

Stack Logging level ..iiiiisissiiicaia @ 1 2

!' Save J L Cancel ‘

4. When you have finished editing the settings, click Save. As mentioned
above, depending on the settings that you modify, the backbone router
may need to be restarted for the changes to take effect.




6.3 System Manager

The System Manager configuration page consists of 3 sections, as shown is the
table below.

General Settings

1. Specify the EUI64.

General Settings

=0 (7 |oooooooooa10004a0 |
1

*The System Manager must be restarted for the new settings to take

=ffact.

» Hover over an edit box and a tooltip will appear,
indicating the allowed format and range for each value.

NOTE: > If you change any of these settings, you must restart
the system manager in order for the new settings to
take effect.



http://10.32.0.199/app/systemmanager.html

Operational Settings

2. Fill in the input fields with the desired/appropriate values.

Enable the desired frequency channels for communication with the
network devices.

Operational Settings

Max Device Number (NSD) ..cccevvvnnenns [

Max Desired Latency (%) ..cccevecenncnnne I

Advertise Period (S) ...ccccccrcrcrcrcscsnanes |

|
|
Device Timeout Interval (s) .............. I I
|
|

Join Links Period (S) ...cccvverninniinnnnnes I
ChANNEIS .vveevueeeseseeeseesssssessssssssnesens 118 120 138 14

Hover over an edit box and a tooltip will appear, indicating the
NOTE: allowed format, range and a description (where necessary for
disambiguation) for each value.




Logging
3. Select the Logging level, which indicates the degree of detail provided in
the logs:
» ERROR for error messages only
» WARN for error and warning messages
» INFO for error, warning, and information messages

» DEBUG for error, warning, information, and debug messages

Logging

Logging level ...c.cccciciiiviniinciiincncencnns [INFO

4. When you have finished editing the settings, click Save.

5. Select the Logging level, which indicates the degree of detall
provided in the logs:

» ERROR for error messages only
» WARN for error and warning messages
» INFO for error, warning, and information messages

» DEBUG for error, warning, information, and debug messages

Logging

LOGGING 1EVEl ervrreerrreerrreeesreeessenenans [INFO

6. When you have finished editing the settings, click Save.




6.4 Device Management

This section enables you to edit the provisioning information (the SM whitelist) in
the “system_manager.ini” file for existing devices and to add new devices to the
network.

WARNING! Do not change these settings unless you
were specifically instructed by a NEXCOM

IMPORTANT: representative! Incorrect values may render the devices
dysfunctional, or may cause difficulty to trace
malfunctions.

This page is not exposed into the left-hand menu. The user must
type its URL in order to access it.

NOTE:

To access the page, Open the following URL.:
http://<NIO200IAG_IP>/admin/devicemng.html replacing <NIO200IAG_IP> with
NIO 200IAG Gateway IP. Provide any credentials may be requested if the user is
not already logged in

Click Help in the upper right corner of the window to view information and
examples of the accepted data formats in all the sections.

[3 Moniteang Control Syste: X . l
« c 192.168.1.11:8080/ap ana il =

Monitoring Control System m |SA 1 oo

Wireless
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» The EUI-64 address is unique in a network.

> All the devices in a subnet must have the same security key and
NOTE: the same Subnet ID.

» The number of backbone routers in a network equals the number
of subnets in that network.



6.4.1. Configuring Backbones

Step Action

To add a backbone router in the network

1. Type the EUI64, security key, and subnet ID in the empty edit box.

2. Click the Save button.

3. The new backbone router will be added to the Backbones list.

4. Click the Activate button to load the changes into the System Manager.
The changes will be visible in the network topology and where applicable
in the device list.

To edit a backbone router

1. Click on the entry that you want to edit in the backbones list.

2. Edit the security key and/or subnet ID, and click Save to save the changes
in the “system_manager.ini” file.

» If you try to edit the EUI64 address of an existing
backbone router, the SM will recognize it as a new
entity and will add the new backbone router to the list.

» If you edit a BBR, it will be removed from an existing
NOTE: subnet and the devices in that subnet will be unable to
join the network, unless you edit the same parameters
for all the field devices in that subnet.

» Take care: the subnet ID is decimal in this page (while
it is hexadecimal in the BBR Configuration page)

3 Click the Activate button to load the changes into the System Manager.
The changes will be visible in the network topology and where applicable
in the device list.

To delete a backbone router

1. Select the desired backbone router in the list and click Delete.




2. You will be asked for confirmation. Click Yes to delete the backbone
router or No to abort the action.

When you delete a backbone router the devices in its subnet
will be unable to join until a new backbone router provisioned

NOTE:
with the same security key and subnet ID is added to that
subnet.
3 Click the Activate button to load the changes into the System Manager.

The changes will be visible in the network topology and where applicable
in the device list.




6.4.2.

Configuring Gateways

By design the NIO 2001AG Gateway supports only one ISA100 Gateway;
therefore it is not permitted to add more than one gateway to the system.

NOTE:

Step

Action

To edit the gateway

1. Click on the entry that you want to edit in the gateways list.

2. Edit the security key and/or subnet ID, and click Save to save the changes
in the“system_manager.ini” file.

3. Click the Activate button to load the changes into the System Manager.

The changes will be visible in the network topology and where applicable in
the device list.

To delete the gateway

1. Select the desired gateway in the list and click Delete.
2. You will be asked for confirmation. Click Yes to delete the gateway or No to
abort the action.
Caution! If you delete the gateway, you will no longer
IMPORTANT: be able to access the system and retrieve any data,
although the network remains functional.
4 Click the Activate button to load the changes into the System Manager.

The changes will be visible in the network topology and where applicable in
the device list.




6.4.3. Configuring Devices

Adding devices:

You can add devices either individually, one device at a time, or you can
add multiple devices at a time.

» To add a single device in the network, type it's EUI64, security key,
and subnet ID in the empty edit box and click Save. The new
device will be added to the Devices list.

» To add multiple devices with consecutive EUI-64 addresses type
the range of EUI-64 addresses corresponding to the devices that

you wish to add; subsequently, type the security key, and the
subnet ID and click Save.

The follow example shows how a series of devices with consecutive
EUI-64 address can be added to a subnet.

Example:

“6302:0304:0506:0B1A - 6302:0304:0506:0B1E,CO0C1 C2C3 C4C5C6 C7C8C9CACB
CC CD CE CF,17, 3"

When you add a device or a range of devices into the network you can define
NOTE: their role, which is expressed as an integer value and is added after the
subnet ID in the device format.

The following table details the role values and associated labels:

Integer Value Role

1 10 Device

2 Router Device

3 IO Routing Device




The following aspects must be taken into consideration when defining the role for a
device or range of devices:

1. Upon join, each device states its capacity.

2. The roles of the backbone router and the gateway cannot be changed,
therefore providing a role value in this section is unnecessary.

3. The role selection for a field device is limited to the capacity stated by that
device.

Examples:

» If a device has only the 10 role, you cannot add the Routing role for
that device in the Device Management section.

» If a device has both the IO and the Routing roles, you can limit its role
in the network to one of the two, by typing either 1 or 2 after the
subnet ID.

» If you do not specify a role in this section, the System Manager will
admit the role(s) stated by the device.

4. If you add the role for a range of devices, all the devices in question will have the
same role. If any device in the range does not support the assigned role, the
device will not join the network.

Step Action

To edit a device/multiple devices

1. In the device list, click on the entry that you want to edit.
2. Edit the security key and/or subnet ID.
NOTE: See the previous Note on Device Roles if you wish to edit
device roles.
3. Click Save to save the changes in the“system_manager.ini” file.
4. Click the Activate button to load the changes into the System Manager.

The changes will be visible in the network topology and where applicable
in the device list.

To delete a device/multiple devices




1. Select the desired entry in the list and click Delete.

2. You will be asked for confirmation. Click Yes to delete the device(s) or No
to abort the action.

3. Click the Activate button to load the changes into the System Manager.
The changes will be visible in the network topology and where applicable
in the device list.




Loading a List of Devices

You can add multiple devices at the same time by importing them from a file. The
file will contain a list of devices with the <EUI64>, <Key>, and <subnet>) comma
separated values.

Step Action

To load a list

1. Click on Browse to locate the text file that you wish to load, and click
Upload.
2. Click the Activate button to load the new device list into the System

Manager. The current “system_manager.ini” file will be overwritten and all
previous settings will be lost.

Exporting the settings

1. This page also enables to export the configuration settings, by clicking
Save in the “Manage device list” section.




6.5 Monitoring Host

This section enables you to configure the devices publishing settings stored in the
“Monitor_Host_Publishers.conf” file. The settings are used by the Monitor Host to
subscribe to the data published by the field devices.

The settings in this page do not get sent to the field devices.
NOTE: Field devices must be separately provisioned with publish
settings (channels to publish, period, phase, endpoint, etc.)

Click Help in the upper right corner of the window to view information and
examples of the accepted data formats in all the sections.

[3 Monitering Centrol Syste: X - o *

L3 C | [ 192.168.1.11:8080/app/mhconfig.htn

oring Contral Sy NEXCOM | ISA 100

Wireless

Metwork Monitoring Host

] [Change] [oel] [3]

v Delete

Chocsa Fi Nc

T | upload

administration Diamr Save

your changes may be owerridden by the latest

Host_Publishars.conf fils.

Hediscover A Il Publishers Femdizcover Non Responsive (1)



http://10.32.0.199/app/mhconfig.html

The publishers’ configuration can be performed manually, by user adding/editing the lines
in the page, or automatically, by interrogating automatically the field devices. The

automatic publisher discovery is recommended method.

If the automatic publishers’ discovery is enabled: Auto Activate ON means the changes
take effect immediately as a device respond to MH interrogations. If Auto Activate is OFF
the changes will not take effect until the user press the Activate button, or until the

software gets restarted



6.6 MODBUS

This section enables you to map ISA100.11a attributes to Modbus registers.

Click Help in the upper right corner of the window to view information and
examples of the accepted data formats in all the sections.

MODBUS Server

Input registers Help

99,2,0022FF000002B174,2,129,5,0,0,0,2
102,3,0022FF0000028174,2,129
105,3,0022FF000002B174,2,129 0,
108,3,0022FFO000028174,2,120,8, 0,2
111,3,0022FF0000026174,2,129,5,0,0,0,1 TSARID: unzignad intager 0 range [1-15]
114,3,0022FF000002B174,2,129,6,0,0,0,1

117,3,0022FF000002B174,2,128,7,0,0,0,1

120,3,0022FF000002B174,2,129 0,0,1

thid=[. <status

0,2 |

word_count: intagar, 2 bytes

EUTE4: 3 bytwn hes repressnted (16 characters)

Idx1: unsigned intege:

. Idw21 unsigned Integer,
| Save | | Delete ]

MathId: d intagar, 2 bytes

status_byte: 0, 1. 2

Holding registers

99,3,0022FF00000268174,2,129,5,0,0,0,2
102,3,0022FF0000028174,2,129,6,0,0,0,2
105.3,0022FF0000028174,2,128,7.0,0,0.2
108,3,0022FFOD0002B174,2,129,8,0,0,0,2 .
111,3,0022FF0000028174,2,129,5,0,0,0,1 el niTE
114,3,0022FF0000028174,2,129,6,0,0,0,1
117,3,0022FF0000028174,2,129,7,0,0,0,1 T e e T e e (5]
120,3,0022FF0000028174,2,129,80,0,0,1 - .
Obidi unsigned integ:

Helding Register Format:

rt_adérass =, <word_count=,<EUIS4>

<TSAPID>, Tl >, <Tesd, sMathld>[ <status_byta>]

start_sddress: 2 bytes

EUT64: 3 bytes hex reprasanted (16 charactars)

AttrId: unsigned integer, 2 bytas

Save __Delete |
Tdn2: unzigned inkege
[ wamsoebostist |

status_byta: 0, 1.2

d Integer, 2 bytes

Upload hosts ... [ Ghagse File | o file chasen | upload |

Download hosts Save

Activate



http://10.32.0.199/app/modbus.html

6.7Alert Subscription

This page enables you to subscribe to alerts generated in the system.

Alert Subscription

Subscription Categories

¥]  Communication Diagnostic alerts enabled
V]  security alerts enabled
V]  Device Diagnostic alerts enabled

v Process alerts enabled

To subscribe to an alert category, enable the checkbox preceding it and click Save.
When an alert to which you subscribed is generated, it will be listed in the Alerts

page.

6.8Advanced Settings

[ Moniteang Centrol Syste: X = g
<« C | [} 192.168.1.11:8080/app/adva t Qs
Monitoring Control System m IS-A 1 oo
el Wireless
Network Advanced Settings
Condig on . N System y
® Standard Cuszom
GlosaL ]
WiD v
Cancel
Apolyall settin RestarAppiics StopApplicatic RestartNIO200

Mosh WiFi & NTP Settings

" EXCOM NIC200 ad whsite. Click hers

Administration



http://10.32.0.199/app/alertsubscription.html
http://10.32.0.199/app/advanced.html

6.8.1. Edit Configuration Variables

This page allows you to view/set less common configuration variables, which
cannot be changed using the classic MCS web interface.

This page is for advanced users only — do not use unless you have been
IMPORTAN instructed exactly by a NEXCOM representative on what values to change.
T: Incorrect values may render the router dysfunctional, or may cause difficulty to
trace malfunctions.

Step Action

1. The following form will open to the right of the operation list:

Configuration ...ovvevviiii i e |S',.'5ter"| A I
Variable type s = Standard Custom
SECHION wrverrerrrrrrererennennnsnnnsnnssrrsernerres [GLOBAL v |
ariable .ccoeienen. [Aan_1D ]
alue o | |
Set Cancel
2. In the form, select a Section in the drop-down list. The Variable list will

change accordingly.

3. Select a Variable in the drop-down list.

IMPORTAN

T Do not change [GLOBAL].AN_ID under any circumstance.

4. Set/edit the Value field, then click Set.




5. To add a new variable, select Custom under Variable type. The
Sections/variables form will be empty.

Configuration ...oovovriimimrerr e |S',.'5ter‘"| T |

Variable type voviiiiiinr e Standard ® Custom

Set Cancel

6. Type the desired information in the Section, Variable, and Value fields,
then click Set.

6.8.2. Restart

Restart/Stop/Reload

Applyall settin RestartApplicz StopApplicatic RestartMIO200

This section enables the user to restart the applications running on the NIO 2001AG
Gateway.

The “Apply all settings” button apply all settings (re-load into all modules the
configuration files)

The “Restart Applications” restart all applications, without rebooting the board.

The “Stop Applications” stops all applications, for powering the board off after an
ordered shut down.

The “Restart NIO200” reboots the NIO 200IAG Gateway.

After restarting the applications or rebooting the NIO 200IAG Gateway, the
Monitoring Control System becomes inoperative for a few minutes.

NOTE:




After Stopping the applications, the Monitoring Control System becomes
inoperative until the next power cycle.

6.8.3. Access NIO200 Wi-Fi Configuration website

Mesh WiFi & NTP Settings

Open NEXCOM MIO200 admin website: Click here

This section allows the user to navigate to NEXCOM NIO200 admin website,
where the NIO200 Network Configuration ( Wi-Fi settings, IP Addresses, NTP
Server, etc) can be changed.



6.9 Bulk Transfers

The Bulk Transfers page enables you to create and configure bulk transfers. Bulk
data transfers are used to transfer large items between wireless devices (sensor
boards) and gateway clients. This can be done via two methods:

» A transfer method described by ISA running on top of UDO
» A Nivis enhanced bulk data transfer protocol

Already configured bulk transfers are displayed in a table, with the following
information:

Bulk Transfers List

| Add Bulk Transfer |

Items per page u out of total 2

EUI-64 Addressa Transfer Type  TsaplD Device Tag

T102030405060601 Completed

0102:0304:0506:0603 T102030405060603 Failed

EUI-64 Address — the EUI-64 Address of the source device
Transfer Type — the selected transfer protocol (UDO or BTO)
TsapID —

vV V V V¥V

Device Tag — the device tag for the source device
» Status — the status of the transfer

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The
default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.

You can also delete a bulk transfer, by clicking the &Z icon next to it. The system
will require confirmation to perform the action. Click Yes to delete the bulk transfer
or Cancel to abort the action.


http://10.32.0.199/app/bulktransferlist.html

[ System Status

The Statistics page displays statistical information regarding processor and
memory usage, and load average on the NIO 200IAG Gateway.

System Status

Backbone Router

Status:  Running
Memory: 3.01 MB (0.40%)

Processor: 1.5 %

Status:  Running
Memory: 3.46 MB (0.46%)
Processor: 0.0 %

System Manager
Status: Running
Memory: 7.71 MB (1.02%)
Processor: 0.3 %

MODBUS

Status: Running
Memory: 3.15 MB (0.42%)

Processor: 0.5 %

Status: Running
Memory: 6.33 MB (0.84%)

Processor: 0.0 %

Total: 757.34 MB Used: 333.95 MB Free: 423.39 MB

Total: 20 MB Used: 8.53 MB Free: 11.47 MB

Load average

Load average (1',5,15"): 1.08 1.18 1.17 2/62 16569

4| Auto refresh page (every 1 minute)

The first five sections indicate the status (“Running” or “Not Running”), memory
usage and processor usage for the backbone router, gateway, system manager,
modbus, and monitor host processes.

The following two sections display system memory and flash memory availability
information.

The Load average section indicates:

» The system’s load average over the past one, five and fifteen minutes
respectively

» The number of running processes out of the total number of processes

» The ID of the last started process



If you wish to regularly update the system status information, enable the Auto
refresh page option at the bottom of the page. The page will auto refresh at
one-minute intervals.



8 Administration

The administration section encompasses tools for the management of the
ISA100.11a based system.

It allows the users to update device and system firmware and to manage device
icons and apply custom settings to their site.

8.1 Device Firmwares

The Device Firmwares section is dedicated to firmware updates for field devices
and the backbone router. Firmware updates require technical expertise and must
be planned carefully or the devices will be unable to communicate on the
ISA100.11a network. We recommend that you contact a Technical Support
representative prior to executing such procedure.

This section provides a tool to upload binary firmware files into the system. These
files will be used later to upgrade the device firmware.

In the Device Firmwares page you will view all the firmware update operations
generated in the system. They can be filtered by Device, Firmware Type, and/or
Download Status.

When the main page is loaded, the ongoing update operations (if any) are
displayed by default. To search for firmware update operations, select the desired
device, type and/or download status and click Search. The results will be displayed
in a table, as shown in the following figure:

Device Firmwares

| Execute || FW Files

| | e

Download Status |Ir| Progress 4 | ¥ Refresh every 20 seconds | Export

Items per page out of total 1

e e Type Avg Speed Crt Speed Remaining Duration D = #

(msg/min) (msg/min)  (hh:mm:ss) (hh:mm:ss)
0022:FFO0:0002:B174 Device 4 2016-08-15 21:06:42

* using UTC time

1 firmware upgrade operation(s) started!


http://10.32.0.199/app/devicefw.html

The following information is available:

» EUI-64 address — the EUI-64 address of the target device

» Type —the type of firmware uploaded on a device (for firmware types see
2.5.1.3 Firmware Files)

» Status — indicates the status of the update process at the time of viewing;
the possible statuses are Completed, In Progress, Canceled, and Failed

» Completed — indicates the completion percentage at the time of viewing for
ongoing operations, or the percentage at which the operation stopped, for
canceled or failed updates. For completed updates, the percentage is 100%

» Avg speed — the average transmission speed, calculated in packets
(messages) per minute since the beginning of the transfer

» Crt speed — the last recorded transmission speed, calculated based on the
smallest of the bandwidths reserved for the two contracts: from and to the
device. It varies slightly from the last instantaneous transmission speed

» Remaining — the remaining time to completion
» Duration — the total duration of the update

» Started on — the date and time the update operation started
To refresh the information in the table regularly, check the “Refresh every 1 minute”
option in the Search form.

You can also cancel an ongoing firmware update by clicking the “% icon next to it,
or delete a completed/ failed/ canceled/ operation from the records by clicking the
#¢ icon next to it. The system will require confirmation before performing the
requested action.

The total number of items in the table is indicated in the top left corner of the table.
Here you can set the number of items to be displayed per page in the table. The
default number of items displayed in a page is 10. Paging controls in the top right
corner of the table also enable you to navigate through the other pages of the table.

From this page you can export the search results into CSV format, for later use.



8.2 System Upgrade
The System Upgrade page enables you to upgrade the system components hosted
on the connected NIO 200IAG Gateway.

The Firmware form indicates the current system version on the NIO 200IAG
Gateway.

To initiate the upgrade

1. Click Browse to locate and open the upgrade package that you wish to
use:

System Upgrade

2. Click the Upload Firmware button to initiate the process.
3. Make sure the NIO200 has a reliable power source. When asked click OK
[ Message from webpage &r

l.-"'_"\-.l PLEASE MAKE SURE ¥OU HAVE A RELTABLE POWER SOURCE TO THE
W ACCESS POINT! OTHERWISE, THE UNIT MIGHT BE DAMAGED. Proceed

to upload?

OK ] [ Cancel



http://10.32.0.199/app/fwupgrade.html

4. When the upgrade is complete, the page indicates the result of the
upgrade:

System has been upgraded successfully.

System rebooting. ..

Main Page




8.3 Custom Icons

This page enables you to assign custom icons for the devices in a network based
on their role, with a view to better distinguishing them.

When the page is loaded, the existing custom icons are displayed in a table, with
the following information:

» Model — the device model
> Role — the device role
» Icon — shows the existing picture

The default icons are not listed.


http://10.32.0.199/app/customicons.html

8.4 Custom Settings

This page enables user to define whether the timestamps get shown using browser
local time zone or UTC; apply color themes to the website; replace the NEXCOM
logo with a logo of preference in the website header, and enable/disable various
high-side interfaces.

[ Monitering Control Syster X - o

- c 192,168.1.11:8080/app/custonr ngs.htr Q7

Menitoring Control System m lSA 1 oo

Wireless

Date Time Format defines the format to display timestamps: using the browser
local time zone settings or using UTC.

To apply one of the three available themes, select the desired theme and click
Change. The page will refresh and the new color scheme will be displayed:


http://10.32.0.199/app/customsettings.html

Network Custom Settings

® Dashboard

gk%

 Bulk Tamfers
= SetCountry Code

Configuration

Administration

» Device Firmuares
* Svzem Uoarade
» Custom Jeons

The Interfaces configuration allow enabling/disabling the high-side interfaces.



9 Session

9.1 Change Password

This page enables you to change your own password.

Change password

3,553 o) a] 1o (TR ——— Ioooooooooo I

NEW DASSWOId .ccceereeeesssrnennsnannanssnss [eoeee |

Confirm new password .........ceeeeeeee. [eoeee I
l Save ] [ Cancel ]

Step Action

1. In the form, type your current password in the Old Password field.

2. Type the new password in the New password field.

3. Retype the new password in the Confirm new password field, for
verification.
NOTE: The passwords are case sensitive.

4. Click Save at the bottom of the page to save the new password, which will
become your current password.

Tip: To prevent unauthorized persons to gain access to your account, use a strong
password in order to make it difficult for others to determine it and do not disclose
your password to anyone.


http://10.32.0.199/app/changepassword.html

10 Wi-Fi Mesh Configuration

10.1 Login

To access the Wi-Fi Mesh Web Ul, you may open a browser to access the Web GUI
via default IP address 192.168.1.1. The login Web page requires login information
as below:

NEXCOM NIO200-15

Authorization Required

Please enter your usemame and password

Usemame

Password

& Logir @ Resat

Default login information is:
Login: root
Password: admin

After successful login, you will see the “Status” page of the device Web UlI.

NEXCOM NIO200-15

Status

System

‘‘‘‘‘

Memory



Saving Changes

Saving & apply the configuration in WebUI after you do the changes at the bottom of
WebUI.

Save & Apply | Save m

Unsaved Changes

“UNSAVED CHANGES?” provides the help to see the parameters which were not
saved & applied,

Click “Save & Apply” button to save the parameters.

Auto Refresh

NEXCOM NIO200-15

Toggle “AUTO REFRESH” button to turn on/off WebUI refresh function automatically

MEXCOM NIO200-15




10.2 Status

To display more detailed status, you can click the “Status” under the page bar. This

allows users to select the item of Overview, Firewall, Routes, System Log, Kernel Log,

Process, and Real-time Graphs from the pull-down list like below screen:
NEXCOM NIO200-15

Status
System
o

Mode

10.2.1 Overview

To see NIO200 over all status, click “Overview” to displays the current system
information and interface connection status.

10.2.1.1System

NEXCOM NIO200

Status

System

Hostname: Displays NIO200 host name

Model: Displays NIO200 HW basic information

Firmware Version: Displays NIO200 firmware version.

Kernel Version: Displays NIO200 Kernel version.

Local Time: Displays NIO200 current date and time.

Uptime: Displays how long NIO200 has been operating since last boot-up.



Load Average: CPU average loading in recent time frame.
For example,

Load Average 094, 0.43, 0.24

CPU average loading:

94% in the past 1 minute.
43% in the past 5 minutes
24% in the past 15 minutes.

10.2.1.2 Memory

Memaory

Tolal Available 10876 kB /125318 K3 [80%
2155 KB/ 126316 kB [78%

20 K8 1126016 kB (2%

Total Available: Displays the available memory in percentage.
Free: Displays free memory of NIO200.
Buffered: Displays buffer memory used in the system.

10.2.1.3 Network

Network

Address

Netmask: 295 256 296 0
Gateway

ONS 1

ONS 2

ONS 3

ONS4: 10

6384 (0%

IPv4 WAN Status: Displays current connecting IPv4 information.
IPv6 WAN Status: Displays current connecting IPv6 information.
Active Connections: Displays current active connections.



10.2.1.4 DHCP Leases

DHCP Leases

Hosimamae: IPwd-Addrass MAC-Address Leasatims remaining
A0 3-Andrewiang | 192 168.1.213 08: 3e: 5= 67 64:03 108 25m 0

{492 da AT 13
MEXCOM-504
RiverLbuntu 192 166.1.118 B0: 1% 347 9-04:00 Eh §1m 48s

This displays information about hosts (Personal Computers or electronic
devices) that are connected to NIO200 including IPv4, MAC address and
leasing time

10.2.1.5 DHCPV6 Leases

DHCPVE Leases

Hostname IPv6.Address Duip Leasatime remaining
rrver-LUburty e 19eb 10128 QOOA 76 Mo dO 7 24065 hat 129580 295 1164
r
] bd2vi2e OO0 " b h
NIFE

This displays information about hosts (Personal Computers or electronic
devices) that are connected to NIO200 including IPv6, DUID and leasing time.

10.2.1.6 Wireless

Wireless

Genenc 802 11an Wireless Controller (radwoD) SSID: backbons
Mode: Mesh
Channel: 36 (5 180 GMz
Bitrate: 43 Mbt's
MAC: 00 10F36D 48 84
Encryption: NONE

Genenc 802 11an Wireless Controller (radio1) $SID: manaoement-15
Mode: Master
Channel: 0 (0.000 GH2)
Bitrate: ? Mbt's
MAC: 000000000000

Encryption: unknown

This displays Wireless information about NIO200 for radio 0&1.

SSID: Displays the name of the wireless network.



Mode: Displays the mode in this radio

Channel: Displays current channel using.
Bitrate: Displays current wireless data rate.
BSSID: Displays MAC address of this radio
Encryption: Displays current encryption setting.

10.2.1.7 Associated Stations

Associated Stations

Network MAC-Address Host Signal / Noise RX Rate | TX Rate

S0, 20MHz

Displays current associated device information (Personal Computers or
electronic devices) including device’s MAC address, signal level, noise,
connecting data rate.



10.2.2 Firewall

Firewall setting is a particular function which allows user to connect or block two or
more interfaces in device with sophisticated and specifically defined parameters in

this Web page.
It's highly recommended to keep this Firewall setup page as it is.

NEXCOM NIO200-15

Firewall Status —
Resel Countars Fasiart Fingwal
Table: Filter

Cihain NPT (Palicy: ACCEPT, Pac

=i, Traffi

Chain FOMWARD (Policy: DROP, Packels: 0, Tealfic: 0,00 B)

et

10.2.3 Routes

This section display information about routing list for current connecting device.
10.2.3.1 ARP

ARP
Puod fclidiess AL A diess nerlacg
1 ol 0 £ |
an
1 03 el
= i
1 idala 0 br-lan
twa a
1 206 a .4 |

Displays APR table information of NIO200 including IPv4 address, MAC
address and connecting interface.

10.2.3.2 Active IPv4-Routes



Active IPvd-Routes

Metwnrk Tanget

W oo

Wi 1015 1. 0724
lan 150 168,10V

Byl ey

10151.254

Mearic

Displays active WAN and LAN port’s IPv4 routing table.

10.2.3.3 Active IPv6-Routes

Active |PyvE-Routes

Hbwrak Target
lan fcfe 680 3 10eb: hefidf 2abar 9715221
an fiif 68 3 10eb G4

wan LR

wan 1 rk]

wan [ ird

Wit [ 1ra b

i i ]

wan 8001 50 el

lan 008

bl i)

wan 80018

an #0018

kan 008

Source

255

A5E

25E

256

Displays active IPv6 routing table of WAN and LAN port.

10.2.3.4 IPv6 Neighbors

IPvE Meighbours
Wwts Aekdre s
ol EBe 3 15eh O 118 F24 % BaS? aEa
Pl {3k 3 Vb nefat dabactBn 5221
el E8e 3 19eh 360
ol BBe & 15ub i3 ot TERE alc Bod 18
St o6l 3 ety (b8 1 6 i 0T R
fille E8e 3 19l 0050 1 DA 7D 2T 5044
oo B X 15ub 0raG0: TeT didfe B Ba

iz £ 3 Vb 34118 4 0 ek 71 1676

T

Bl 3 15wl 0 Te b de - 530 deSa

B X Ve 0BG | 20 e 820 1

Edc 3 theh (oS S48 fade faal

BB 3 5 e 5 1: SIS e e Te

§ 8 § 3% 8

B T Vim0l gt B ol il

B Adedress

B9 g Sl O

BT e S O

D00 Wl e c3 €3

Dol Wae: 0353

O3 Dck flac - cdE3

B9 e 50 D0

B Za O hodeBd

B 5 el e el D

Dol Mlae: e353

OG0 Al 38D

gl 5l i e e af

[ZRSE TR

BT S O O

Ingmfnce

W

an

bn

Table



Display connected device with IPv6 information.

10.2.4 System Log

The “System Log” Web page contains the events log in NIO200 system for
trouble shooting reference.

System Log

10.2.5 Kernel Log

The “Kernel Log” displays the record of kernel activities. The administrator can
monitor the system status by checking this log.
NEXCOM NIO200

Kernel Log



10.2.6 Processes

This Webpage is designed for detailed trouble shooting/status monitoring by
professional personnel in the field. Any improper terminating or killing individual
process tasks may cause device malfunction. It’s highly recommended to keep
this Firewall setup page as it is.

Processes
This st gives an overies over cumently running system processes and their stahs
P Owinei  Comimand cPu Meinory  Hag U Termiiale 7]
usage  usaqe
%) %)
whinfprace o % F Hang Up m] Terminate 2 K
kihrea 1 i} =] T )
] ang Up m] Terminabe @ K
] M =T o ¢
= o a m =] Termi 2 K
1 H x| Terminale 2 K
o atic o a ang L =T @K
% g =/ Terminal 2 K

10.2.7 Real-time Graphic

This section provides utilities to monitor NIO200 system information including
real-time load, real-time Ethernet traffic, Real-time wireless signal and real-time
associated device traffic.

To monitor status in this section, please make sure WebUI “auto refresh” function
must be “turn on”.

AUTO REFRESH ON

10.2.7.1 Load



Lo Trafhe Vorsless Connections

Realtime Load

3 M WRSOW 3 SO P

1 Minwte Load: 026 Peak: 041
5 Minwte Load: 029 Peakc 0OM
15 Minwte Load: 026 Pesk: 0%
Display real-time CPU average loading percentage.
ie.
1 Miniw Load; 008 Paak: 033
5 Minuite Load: 033 Pealz: 030
15 Minute Load: 034 Pealz: 036
1 minute 8% 8% 33%
5 minutes | Minimum 33% 33% Peak 39%
15 minutes 34% 34% 36%

10.2.7.2 Traffic

Losad Trafte sy Connec hons
Realtime Traffic
¥ dan whl w1 Wkl 2 [ 1] ikl wlanl
Fili
W
1 e anate. § Mond e
Imbound: 64D kit Awerage: Poshc D40 kian
0K kB [LRLTT 2]
Debsund: 147 kbais Awarage Poale 11584 ks

W15 kB

(04 43 By}




Display N1O200 real-time traffic loading of Ethernet, WLAN and internal bridge
interfaces.

Inbound: Incoming data throughput of the observed interface.
Outbound: Outgoing data throughput of the observed interface.

10.2.7.3 Wireless

Realtime Wireless

whanl) whani
{3 minuie window, 3 second mnkeal)
Signal: 64 dBm (3NR 30 dBm) Bwerage; G4 dBm (3NA 25 dBm) Peak: 53 dBm (3R 31 dBm)
Noise: -4 gBm foarage: 54 dBm Peak: -5 dBm
13 minute window, 3 Sec0ond intanal)
Phy Rate: 24 Mbil's Average: 23 Mbit's Peak: 60 Mbil's

Display Wireless real-time signal quality including signal level, noise and data
rate.

wlanO: RadioO information.
wlanl: Radiol information.

Note:
There will be no radio information when the WLAN interface is disabled.



10.2.7.4 Connections

This “Connections” displays NI1O200 real-time active TCP/UDP/ICMP,...

connection information for trouble shooting reference.

Active Connections

Network  Protocol
1Pv4 Icree
1PVv4 UNKNOWN
1PV upP
1PV4 TP
1Pv4 Tce
iPve upeP
Pva TR
Pve e
IPve upP
PV upe
Pva uee
IPv4 uoe
1Pv4 upe
1PV4 upe

E R

Source

IM03 Andruwiang 1 lan 0
conoo

IMD3- Andrewiiang 1 fars 17500
IMD3-AndrewWWang 1. lan 57367
IM03-AndrewWang 1 lan 62255
1015 1.26467
IND3-Andreniiang 1 lan 57369
IMO3-AndreaVang 1 lan 57366
INO3-AndreaWang 1 fan 68
IWF300 lar 67
IMU3-Andreaiiiang ! lan 137
10.15.1.133 61033

10 151,135 43388

10 15 1 138 52009

Destination

IWF300 tan-C

al systems mcast net 0
192 168 1 255:17500
40.113.115.191:443
IWF300 lan 80

255,285 255 265.63
THn-1125 10100 net 5222
91.190.218.53:12350
255256255 26667
IMO3-AndrewiVang 1 lan €5
192 168 1 256137
10112583

1011283

1011253

[3 minule window, 3 saoond inkereal)

Peak: E1

]

2

Transfer

602 29 KB (10279 Pkis. )
92 DE KB (246 Pkts )
57.95 KB {345 Pkts )
53.97 KB (573 Pkts )
19.43 KB 217 Pkis )
6 51 KB (21 Pkis. )

4 25KB (55 Pkis )
268 KB (43 Pkis. )
328008 (1 Pkts. )
323008 (1 Phis.)
234008 QA PKs )
118.00 8 (1 Pits )
18008 (1 Pis.)

18008 (1 Pkis. )



10.3 System

To setup detail configuration about NIO200 system, click the “System” under the page
bar, then select the item of System, Administration, SNMP, Backup/Flash Firmware and
Reboot from the pull-down list like below screen.

10.3.1 System

10.3.1.1 General Settings
This section provide general settings of NIO200 including Time, Host name,
Time zone and NTP.

System

rfigure the basic aspechs of your device e s hostname or the limezone

Systern Properties

Time Synchronization

I e

Click “Sync with browser” let NIO200 sync time with your computer. And select
country from the pull-down list in the Timezone.

System Properties

General Settings Logging Language and Style

Local Time  Thu Nov 8 14:27:56 ZD1G| [@ Sync with browseﬂ

Hostname NIO200

Timezone Asia/Taipe



To make NIO200 system get time synchronization with NTP server, user may
enable the NTP client and input the address of an NTP server to get the time
updates.

Time Synchronization
Enable NTP client +
Pronvide NTP server

NTP server ¢candidates 1 [ =

10.3.1.2 Logging
This section provides the setting of log configuration.

System Properties

General Settings Logging Language and Style

System log buffer size

@ kB
External system log server
External system log server
port
Log output level Debug v
Cren Log Level Mormal ¥

System log buffer size: The size of log information. Unit: Kbytes.

External system log server: The server address of external log server.
External system log server port: The port number of external log server.
Log output level: The output information of log, including Debug, Info, Notice,
Warring, Error, Critical, Alert, and Emergency.

Cron Log Level: The minimal level for cron messages to be logged to syslog.



10.3.1.3 Language and Style
This section provides setting of language and WebUI style. NIO200 only

provides English as default style.

System Properties

General Settings Logging Language and Style

Language | auto

Design Bootstrap

10.3.2 Administration

10.3.2.1 Router Password
To change default password, enter new password and confirm new one.

Router Password

Changes the administrator password for accessing the device

k]

Password  seees

k]

Confirmation | ===e=

10.3.2.2 SSH Access
Secure Shell (SSH). Enable NIO200 to be accessed via SSH-based

application. This increase the security in configuration of NIO200 remotely.



SSH Access

Dropbear offers 35H network shell access and an integrated SCP server

Dropbear Instance

Delete

Interface an: G2 G

@ Listen only on the given interface or, if unspecified, on all

Port 22

@ Specifies the listening port of this Dropbear instance
Password authentication ¥ @ Allow $5H password authentication

Allow root logins with ¥ @ Allow the root user to login with password
password

Interface: Select the interface.

Port: Enter the port number for the communication via SSH.

Password authentication: Enable/Disable SSH password authentication.
Allow root logins with password: Enable/Disable the root user to login with
password.

User may paste the public SSH-Keys (one per line) for additional SSH
public-key authentication.

S5H-Keys

Here you can paste public S5H-Keys (one per lin) for S5H public-key authenticatior

10.3.3 Backup/Flash Firmware

To upgrade new firmware on device, user may choose “Backup/Flash Firmware”
from “Systme” in tool bar as below:



Network Logout

NEXCOM NIO200  status

Flash operations

Actions Configuration

Backup / Flash

Firmware

Backup / Restore
Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware

to its initial state, click "Perform reset” (only possible with squashfs images).

Download backup: [@ Generate archive

Reset to defaults: @ Perform reset

10.3.3.1 Upgrade Firmware

® To flash a new firmware image to NIO200, user may press the button of

“Flash image” as below:

Flash new firmware image
, . Wet

Upload & sysupgrade-compalible image here 1o replace the running firmware Check "Keep satings” to redain the currant configurstion (requires an Oper
compatible fimware image)

Kesp sattings W

Image F-:uw-)ﬂs-s,-wgrade biny -

Powared by LuCl (git-15 063 64601-4abbdcs) / Opeait RVFI00 v0 0 INA

® Then select the correct firmware file from the file browser:

.« DATA (D) » DWF300 » P » vO.OZEU
™ HiEEnE =« [ @
© == i e
| openwrt-ar?lxx-generic-db120-kernel bin 2015/3/4 505
| openwrt-ar? 1xx-generic-db120-rootfs-squashis.bin 2015/3/4 FF 05
openwrt-ar? Loc-generic-db120-squashfs-sysupgrade.bin 2015/3/4 F5 05
P 4| m 3
BEEZEN): openwrt-ar7lox-generic-db120-squ ’Fﬁﬁﬁﬁ(*.*} v]
| megeo || = |

® Then, WebUI displays the file checksum.



10.3.3.2

Flash Firmware - Verify
Tha flash image was uploaded. Below is the chedisum and file size listed, compane shem with the ariginal file bo ensure data integrity

Click "Pracssd” balow o stait $e Nash procedura

==

Powared by LuCl {gil-15.069 64601 -4sbBdee]) ! Dpenthirt IWF300 »0.0.1HA

® You can choose “Proceed” to start the upgrading.

Note: After you click “Proceed”, the DUT firmware will be upgraded with the file
you selected, and the upgrade progress will display like below:

1
System - Flashing...

The system is flashing now.

DO NOT POWER OFF THE DEVICE!

Wait a few minutes before you try to reconnect. It might be necessary to renew the address of your computer to reach the device again, depending on your settings.

7]
Mo Waiting for changes to be applied...

Note: The whole firmware image may take several minutes to complete the
flash writing. PLEASE DO NOT REBOOT OR POWER OFF THE DEVICE
before the whole progress.

If the firmware upgraded is successful, the WebUI should switch to the Login
page. User can also confirm the firmware image is successfully upgraded via
“Status” Web page.

Backup Configuration
To back up the configuration file, user may select the “Generate archive” button

as below:



10.3.3.3

Flash operations

Configuration

Backup / Restore

Click “Generate archive” 1o download a tar archive of the current configuration files. To reset the firmware to its initial state, click “Perform reset”
squashfs images)

Dewnload backup @ Generate archive

Reset to defauls @ Perform reset

To restors configuration filas, you can upload a previously generated backup archive here

Hestare backup | W 3 Upload archive

Then save it as a file in your PC.

To restore previous configuration, user need to browse the backup file and
then press “Upload archive...” button as belwo:

Flash operations

Configuraticn

Backup / Restore
Click "Generale archive™ lo download a tar anchive of the current configuration fes. To resed the Srmware 1o its inilial stale, dick Perform ress”
squashiz images)

Dewnload backup 3 Generale archive

Reset bo defaults D Perfoim nesel

T restore configuration files. you can upload a previously generated badoap archive here

Fastone backup F:rkup-mﬁ!m-iﬂlﬁ-ﬂ!-l | Brownse Il O Upload archive I

Note: After restore the file, system will apply the changes and automatically
reboot. Due to configuration backup may cause IP address change, you have
to enter new IP address accordingly. Otherwise, the new web page may not be
accessible.

Reset to default
To reset NIO200 to factory default configuration, user will need to press
“Perform reset” button as below.

Reset to defaults: B Perform reset

Note: The whole process may take several minutes to complete.



PLEASE DO NOT REBOOT OR POWER OFF THE DEVICE before the whole
process being successfully done.

10.3.4 Reboot

Click the “Perform reboot” button will help to warm start the system. After system finish
reboot process, it will back to Login page.

NEXCOM NIO200 Status ~ System~  Network ~  Logout

Reboot

Reboots the operating system of your device

[@ Perform reboo



10.4 Network

10.4.1 Interfaces

10.4.1.1 Configuration of IP address

To set up a new IP address, please click “Network” from page bar, then select the
“Interface”, and then click “Edit”

NEXCOM NIO200 st Syster Network

Inlesfaces

Interfaces

Interface Overview

ey Hatre Actions
LAN Uptime: &b 2m 22s .
MAC-Address: 00:10 t @ : Ed & Delets
? P ee) RX 2 71 MB (31810

TX: 4 14 MB (26948 Pats )
IPvd: 192 16811724
IPvé: FDE2 268C 76141160

Edit IP address:
Interfaces - LAN

In this page you confgura the network ndarts

etwork interfaces saparated by spaces. You can also usa \

Common Configuration

Advanced Settng Physcal Satbngs Frewall Sethngs
Status Uptime: &h 14m 28s
MAC-Address: 00 10 F3.7585 74
RX 32308 0 Pkis
TX 4 kis
IPvd

IPvb: FOB2 268C 7614 1/60

Pvd address

Pvd netrmask

When modifying the IP address, user needs to input the IP address, netmask,
gateway,.. for this device and then click “Save & Apply” to save this new IP address into
flash and apply it immediately.

Note: after apply new IP, it would take several minutes to switch to the Status page via



the new IP address. Please enter the new IP address on browser again if the browser
does not switch to new Web page after 5 minutes.

® |Interfaces overview

NEXCOM NIC200

LAM

Interfaces

Interface Overview

Melwoalk Siatus Actions
LAN Upiime: dh 21m 235 - _ i
MAC-Address: 00 10.F3.72.85.74 it Comnact 2 Sap £l Edi ®] Dalste
el RX: 3 56 MB (S06TH Phis.)
- TX: 50%ME (345954 Pkis. )

1P 152 165.1.124
IPvE: FOBX26BC.TE14::1/60

| Add naw inerface

Global network options

P LILA-Prefix

Bridipa Age Timeoul

Connect: Press this button to re-connect LAN interface to Ethernet network.
Stop: Shutdown this interface.

Edit: Modify WAN port setting or LAN port group settings

Delete: Delete this Interfaces from group

Note:

® Do not perform “Stop” LAN interface when this is the only available interface,
otherwise, the system will not be able to work.

® Under such condition, please press the button longer than 10 sec. to get system

back to factory default setting. User can go on the configuration with defult IP
address “192.168.1.1".

® WAN(LAN) Interface overview

On this page you can configure the network interfaces. You can bridge several
interfaces by ticking the "bridge interfaces" field and enter the names of several
network interfaces separated by spaces.



B . +
M Industrial Access Point NE{COM |

Interfaces - LAN

On ?is page you can configure the network mertaces. You can bnoge several imerfaces by tcking the “ondge nterfaces™ Nielkd and enter the names of several
network imerfaces separated by spaces. You can 3850 use VLAN notation INTERFACE VLAMNR (£0 ethd.l)

Common Configuration

meral Setug Advanced Settngs Ptrysical Settings Firewal Settings

Status ¥ Uptime; 20 110 12m 208
bedan MAC-Address: 001073 62AD 88
R 80.07 MB (735050 Pies )
TX: 131.34 MB (523594 Prts )
1Pvd; 192 963 1 11724
IPv6: FDB2 26BC 76141060

Protocol Static address v

IPv4 aocress

<General Setup>
You can change your Protocol to link worldwide Internet.

DHCP client

Static address |

Unmanaged

PPP

PPP

PPPoE

PPPoATM

UMTS/GPRS/EV-DO
{L2TP

The default setting is DHCP client, send discover to find DHCP server.

Static address

Static IP (Manual):. Choose this option if you do not have a DHCP server in your
network, or if you wish to assign a static IP address to NIO200 Wi-Fi interface.
DHCP client

When Dynamic IP (DHCP) is selected, the DHCP client to be functional once this
selection is made

Unmanaged

This Interface have no configuration interface or options.

PPP

For old serial modem, provided point to point link for Wi-Fi interface.

PPPoE
For cable modem or ADSL user, link NIO200 Wi-Fi interface to your Internet
provider.

B 5 =
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<Advanced Settings>
This is used for advanced settings and configure, strongly recommend user do not
make change to this web page.

Bring up on boot (&
Use builtin IPv6-management &
Use broadcast flag (| (@ Required for certain ISPs, e.g. Charter with DOCSIS 3
Use default gateway & (@ If unchecked, no default route is configured

Use DNS servers advertised & @ If unchecked, the advertised DNS server addresses are ignored
by peer

Use gateway metric

Client 1D to send when
requesting DHCP

Vendor Class to send when
requesting DHCP

Override MAC address

Qverride MTU

<Physical Settings>

. n +
M1 Industrial Access Point NE{COM |
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etup Advanced Settings Physical Settings Firewall Settings

Bridge interfaces [ | (@ creates a bridge over specified interface(s)

Interface () & Ethemet Switch: "eth0"
O % VLAN Interface: "eth0.1" (lan)
= E VLAN Interface: "eth0.2" (wan)
) 2! Ethemnet Adapter: "eth1" (lan)
(0 3% VLAN Interface: "eth1.1"
@ B Wireless Network: Master "IWF300_11N_2G_PM" (lan)
O W& Wireless Metwork: Mesh "IWF300_11A_5G_PM" (lan)

g Custom Interface:

General Setup Advanced Settings Physical Settings Firewall Settings

Bridge interfaces g creates a bridge over specified interface(s)
Enable STE [ @ Enables the Spanning Tree Protocol on this bridge

Interface [ P+ Ethernet Switch: "eth0"

EVLAN Interface: "eth0.1" (lan)

O % VLAN Interface: "eth0.2" (wan)

& Ethernet Adapter: "eth1" (lan)

] £7* VLAN Interface: "etn1.1"

# Wireless Network: Master "IWF300_11N_2G_PM" (lan)
# Wireless Network: Mesh "IWF300_11A_5G_PM" (lan)
O

j’,.. Custom Interface:

Bridge interfaces

You can bridge an interfaces group for your WAN or LAN interface. Normally, only LAN
interface need to enable bridge interfaces. After enable bridge interfaces, select
interfaces to bridge.

Interface

Select interfaces for your bridge group. Select both the Ethernet adapter ( most likely
eth0.1’ eth1) and the wireless network.

. n +
M1 Industrial Access Point NE{COM |
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) DHCP Server

<General Setup>
DHCP Server

General Setup Advanced Settings IPvE Settings

Ignore interface [ (@ Disable DHCP for this interface.

Start 100

@ Lowest leased address as offset from the network address.

Limit 150

@ Maximum number of leased addresses.

Leasetime 12h

& Expiry time of leased addresses, minimum is 2 minutes { 2m ).

Ignore Interface: Select this option to disable your DHCP server, you will need static IP
or another DHCP server for your network interfaces. Default is “enable DHCP”

<Advanced Settings>
DHCP Server

Genaral Setup Advanced Settings IPVE Sattings

Oynamic OHC? 8 @ Dynamically aliocate DHCP addresses for cliants. It disablod, oofy clionts having static leases wil be secved

Force @ Force DHCP on this network even 8 another sorver |3 dolected

IPva-Netmask
D Ovende the netmask sent 10 chents. Nomnakly It 15 calculated from the subnet that is served

DHCP Options &
3 Define ackstional DHCP options, for example * 6,192.168.2.1,192. 163, 2.2 ~ which advertises dfterent DNS servers 1o
chonts

Dynamic DHCP: Dynamically allocate DHCP addresses for clients. If disabled, only
clients having static leases will be served.

Force: Force DHCP on this network even if another server is detected.

B 5 =
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10.4.2 Wi-Fi
10.4.2.1 Wireless Overview

1300 Mesh “Test” radod: Mesh "dackbone” ragiot: Mesh "MESH_CANY"
Wireless Overview
E Generic MAC20211 802.11an (radio0) 4 San 0 Ak

- Channel: 35 (5.180 Grz) | Bitrate: ? Mot's

SSID: packbons | Mode: Mesh | MAC: 00 10F3 623887

» & ]
BS$I0: 00:00 00.00:00.00 | Encryption: Nane ® Osaw /@ 6o . _Penow
SSID: Tes! | Mode: Mesh | MAC: 00107362 33.87 & En 2 o € R
BSSID: 00-00:00-00:00.00 | Encryption: Nane o | it
» Genenc MACB0211 802.11an (radio1) & scan o

SSID; MESH_CANA | Mode: Mesn " 2 e
MAC: 000000 00.00 00 & Enatie @ Eoe =] Remowe
Encryption: unknown

Associated Stations

S$SiD MAC Address 1Pvd.Address Signal Noise RX Rate TX Rate

4 backbore O0OI0F3ISEESAD ? £3dBm -W208m 433 Mot MCS 10, 20MHz 722 Moitls, MCS 7, 200Hz

To set up the Wireless configuration, please select “Network” in the tab , then select
“Wi-Fi”, which would show you the current radio interfaces status.

Wireless Overview includes channel’ SSID’ MAC address and security setting
information.

Scan: Scan can explore how many AP signals can be detected. This is a good way to
get the idea about how noisy the installation site is. User can choose a channel which is
less interference with other APs.

Join Network: Wireless Scan
™

2%

NEXCOM_2.4G
Channel: 1| Mode: Master | BSSID: 00 10 F3:32 7C6F | Encryption: WPAZ . 802 1X

0204
2% Channel: 1| Mode: Mesior | BSSID: 54 0O £2 88 40 B2 | Encryption: WPA2 - PEK
168
Channel: 1| Mode: Master | BSSID: B4 B3 62 C2.AD 7D | Encryption: WiPAZ - PSK

NEXCOM_2.4G
8%

Channel: 1| Mode: Masler | BSSID: 00 10733276 7F | Encrypion: WPA2 . &02 1X

Add: Add new virtual AP in the same radio interface. You will see new interface after
click “add”

@) Generic MACEO211 802.11abgn (raciod) — .
Channel: 7 {7 447 G| | Bitrabs: 7 Mbil's
dl S0 WEI_11M_25_PM | Mode: Maser
s BESID: 0010 F3 30 BAZ2 | Encryption: WPA PZK (TKIP, COMP) e Ea e
SS8ID: Dpeniit | Moda: Master
% BSSID: 02-10F3 308422 | Encryption: None Lisals Ea ol

[ . +
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Disable: Disable the radio interface
Edit: Configure the radio interface
Remove: Remove radio interface. Please note that disable radio first when you don’t

want to use the radio interface.

10.4.2.2 Associated Stations
Associated stations show wireless client connection information. It includes the SSID

wireless client connect’ wireless client MAC/ IP address’ RSSI signal strength and
Tx/RX rate.

Associated Stations

SEID MAC-Address |Pv4-Address Signal Hoise RX Rate T Rate

IMWFI00D_11MN_2G PM SC2A TOO18:4C:90 192 166.1.215 53 dBir 53 dBT 162 0 Mbit's, MCS 12, 40MHZ 104.0 Mbil's, MCS 13, 20MHZ

10.4.2.3  Wireless configuration
Please select “network” -> “Wi-Fi” and click Edit to configure Radio0 or Radiol.

NEXCOM NIO200-11

2dioD: Mes
Wireless Overview
e Generic MACB0211 802.11an (radioD) 4 A
Chanpel: 36 (5 180 GHz) | Bitrate: ? Mow's
SSID; Dackoone | Mode: Mesh | MAC: 001 3 DN _ :
BSSID: 00:00:00:00:00.00 | Encryption: No iz o Ahcibta
SSI0: Test | Mode: Mesh | MAC: 001 y - " - -
BSSID: DO ) ) 0 | Encryplion: Nom Sl - 8 :
Generic MACB0211 802.11an (radio1) g4 San y
SSID: MESH_CAN4 | Mode: Mesh - -
Encryplion; uriknowr

The Device Configuration section covers physical settings of the radio hardware such
as channel, transmit power...etc.
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Device Configuration

General Setup Advanced Settings

Status 4l Mode: Master | $SID: IWF300_11N_2G_PM
81% BSSID: 00:10:F3:30:8A:22 | Encryption: WPA PSK (TKIP, CCMP)
Channel: 7 (2.442 GHz) | Tx-Power: 20 dBm
Signal: -53 dBm | Noise: -93 dBm
Bitrate: 300.0 Mbit/s | Country:US

Wireless nefwork is enabled Disable
Mode Channel Width
Operating frequency N [=]] | auto [=]|| 40 MHz(AP or Client mode)
Transmit Power 20 dBm (100 mW) E

<General setup>

Wireless network is enabled: Enable or disable the radio interface

Operating frequency: Select radio frequency and channel bandwidth for signal
transmission.

For channel bandwidth, please note you need to confirm AP/ client mode or mesh
mode and which channel you will use

Width

40 MHz(AP or Client mode) H
B 20 MHz(AP or Client mode) :

40 MHz(AP or Client mode)
40 plus MHz(Mesh mode,2 4G(ch <= 6),5G(ch=36,40,44,149)
40 minus MHz{Mesh mode,2 4G(ch == 7) 5G(ch=48,153,157 161, 165)

Transmit Power: Control the transmit power of a radio by selection of Transmission
Power.

<Advanced settings>

[ . +
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Wireless Network: Mesh "backbone" (wlan0)

Device Configuration

Distance Optimization: Specify the ACK timeout by entering the value manually.
ACK timeout can be entered by defining the link distance. Too short value of the ACK
timeout may cause transmission time out and no packet can be received. Too long
value may cause low throughput rate.

Fragmentation Threshold: Default=off. Specify the Fragmentation threshold by
entering the value manually [300-2346 bytes]. This is the maximum size for a packet
before data is fragmented into multiple packets. Setting the Fragmentation threshold
too low may result in poor network performance. Only minor modifications of this value
are recommended

RTS/CTS Threshold: Default=off. RTS/CTS (Request to Send / Clear to Send) is

the optional mechanism used by the 802.11 wireless networking protocol to reduce
frame collisions introduced by the hidden node problem. RTS/CTS is an additional
method to implement virtual carrier sensing in Carrier sense multiple access with
collision avoidance (CSMA/CA). Specify the RTS threshold by entering the value
manually [0-2346 bytes]. Typically, sending RTS/CTS frames does not occur unless
the packet size exceeds this threshold.

This Interface Configuration section covers SSID’ operation mode and encryption.


https://en.wikipedia.org/wiki/802.11
https://en.wikipedia.org/wiki/Hidden_node_problem
https://en.wikipedia.org/wiki/Carrier_sense_multiple_access_with_collision_avoidance
https://en.wikipedia.org/wiki/Carrier_sense_multiple_access_with_collision_avoidance
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NEXCOM NIO200-11

Distance Cpiimizalion

© Distancs to farthest reteon mambar in metars

TrarsmitenFecever Antenra TR TR

Interface Configuration

‘Phnedess. Secunty
ESSIDdesh |
[T P TR i v

M - AN g e e

D Chooss e netwonois) you want 1o afach i Mis wirskess imeracs of B ol ihe Cwusi Sekd 10 06fing B rew PElecni
<General setup>

ESSID: Edit the SSID or Mesh ID.
Mode: Select operation mode

® AP

® Client Router

® 802.11s ( Mesh mode)
<Wireless Security>

NEXCOM NIO200-15 f letwors ALITO NEFRESH ON

Wireloss network 15 disabled 8 Enatle

Mode Channel Width
Operating frequency N o 5 (5745 MHz) v MH
Transendt Power
@ 08m

Interface Configuration

Ganeral Sedup Nireless Secunt MAC-Filac
Encryption N Iy PAON .
WEF Cpan Systen

B R i e o Sowe 8 Apply | Save m

Encryption: To setup the Security on Radio, please select one of the Encryption:
B No Encryption

B . n
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WEP Open System: WEP provides a basic level of security, preventing
unauthorized access to the network. WEP uses static shared keys that are
manually distributed to all clients that want to use the network

WEP Shared Key: WEP provides a basic level of security, preventing
unauthorized access to the network, and encrypting data transmitted between
wireless clients and an access point. WEP uses static shared keys that are
manually distributed to all clients that want to use the network

WPA-PSK: Clients using WPA for authentication

WPA2-PSK: Clients using WPAZ2 for authentication

WPA-PSK/WPA2-PSK Mixed Mode: Clients using WPA or WPA2 for
authentication

Interface Configuration

General Setup Wireless Security

Cipher :
[
[
[

WPA-PSK/MWPAZ-PSK Mixed ﬂ

Key | 12345678

]

To select cipher, recommend to select TKIP and CCMP(AES)
Force CCMP(AES)

Force TKIP

Force TKIP and CCMP(AES)

Encryption WPA-PSK/WPA2-PSK Mixed © B

Cipher | Force TKIP and CCMP (AES) [-]

The cycle icon will display the characters you just input.

<MAC filter>
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Interface Configuration

General Setup Wireless Security MAC-Filter

MAC-Address Filter Allow listed only
“|disable
Allow listed only
MAC-List Allow all except listed

3

Select MAC Filtering. Specifies the MAC address to block or allow traffic from.

10.4.3 Mesh Advanced

Mesh Advanced setting contains the important information about real Mesh connection path
and Neighbor node signal strength and blocking status. This is an advanced mechanism to
keep Mesh network in stable and optimized condition.

10.4.3.1 Mesh Advanced
radicl: Mesh "backbone™ radhe: Mesh "MESH_CAMNA"

Mesh Advanced Settings

Btk REEN threshald
i@ DDsabie, -60 ~ -S0{dBm). Enler RS5] threshold bo set blocking cnlesia of existing mesh points

Block/Reapen Sermsitivity Highi2 secs) Madium(s secs) * Low{10 sacs)

Vihitelist {MALC addr) (6]
i@ Add whilefis! by MAC address (ec 0048 BB:11:22:33). The data of mesh poirt will alwarys be forsarded even though the Wi
Fi Signal lower than Block RSS! theeshald

Blackist (MAC addr) | 00:10:F1GE040:B4 @
) Add blackdis by MAC addmess (e 00088 BB 11:22-33) The data of mesh poird will never ba forwarded by tha blac kst

Mesh Neighbor Table

MAC . Address iface Imactive time Signal Slate Type

00:10:F3EEE6:A2 wiand B4 ma -82 dBm BLOCKED Ao block

o Block RSSI threshold: This is used to set the threshold of blocking current associated
Mesh points. If there is only one Mesh link exists, then please select “0: disable”.
B O: Disable
B Input value between -60 ~ -90(dBm)
® Block/Reopen Sensitivity: This is a criteria for choosing the sensitivity level in Mesh path
availability.
B High:
- After continuous 2 seconds with signal level higher than Block threshold, the
blocked Mesh link can be available again.
- After continuous 2 seconds with signal level lower than Block threshold, the

B 5 =
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active Mesh link will be blocked.
B  Medium:
- After continuous 5 seconds with signal level higher than Block threshold, the
blocked Mesh link can be available again.
- After continuous 5 seconds with signal level lower than Block threshold, the
active Mesh link will be blocked.
B Llow:
- After continuous 10 seconds with signal level higher than Block threshold, the
blocked Mesh link can be available again.
- After continuous 10 seconds with signal level lower than Block threshold, the
active Mesh link will be blocked.

Whitelist (MAC addr):

The Mesh device in Whitelist will be regarded available connecting path for data
forwarding no matter the RSSI value is high or low.

Blacklist (MAC addr):

The Mesh device in Blacklist will NOT be used for data forwarding no matter the RSSI
value is high or low.

Mesh Neighbor Table

Mesh Neighbor Table

MALC _Aderess itare Inactive time Signal SLaDE Typ=e

Iface: display the Mesh interface used in the Wi-Fi radio

Inactive time: the elapsed time since last forward data by the according Mesh path.
Shorter inactive time implies more frequently used in data forwarding by Mesh network.
Too long inactive time means the Mesh path is almost un-used.

Signal: display the dynamic RSSI signal strength when refresh

State: display the current status is ESTAB ( established ) or BLOCKED ( blocked ). When

BLOCKED, implies the signal strength is too low to use in data forwarding.



Dest addr Hext hop iface
00-10:F362 38:67 00-10:F362 3867 whanD

10-10:F 3 6E B GG

® Dest addr/Next hop:
When Dest (Destination) MAC address and Next hop MAC address is the same, the
destination is available to connect directly from source Mesh node.
When the two MAC address is different, the data forwarding to Destination MAC address
should be routed via Next hop path.

® [face: display the Mesh interface used in the Wi-Fi radio

10.4.4 DHCP and DNS

A combined DHCP-Server and DNS-Forwarder for NAT firewall is provided in NIO200.
Click the “Network” -> “DHCP and DNS” in the GUI menu. The “DHCP and DNS” page
will appear. There are four categories of settings or lease status: “Active DHCP Leases”,
“Active DHCPV6 Leases”, “Static Leases”, and “Server Settings”.

NEXCOM NIO200-14

DHCP and DNS

smasg 15 a combmed DHCP-Sarver and DNS-Forwarder f

DHCP and DNS
Server Settings

Scroll to the following screen in the “DHCP and DNS” window.



Active DHCP Leases

Haat maimss 1P fuddrass MAC Address Laasstima remaining

Active DHCPvE Leaszes

Hostname IPvE-Address oD Leasetime remaining

This screen displays the lease information to which DHCP server assigns automatically,
including Hostname, IP address, MAC address(or DUID), and Remaining Lease-time
(DUID stands for the DHCP Unique Identifier). Please look at the frame in red above.

The next category that users can scroll to is “Static Leases” as follows.
Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP
clients by calculating MAC-Address. They are also required for non-dynamic interface
configurations where only hosts with a corresponding lease are served.

Static Leases

Hostname MAC Address Pv4-Address = Suffix (hex)

Add: Add a new lease entry.

After clicking “Add” button, a new entry with 4 blank input boxes will appear. Allow
users to fill in the information such as The MAC-Address (identifies the host), the
IPv4-Address (specifies the fixed address to use) and the Hostname (is assigned as
symbolic name to the requesting host).
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Static Leases
Siabc laasas ara used 0 assgn fmed 1P addresses and symbolic hosinamas fo DHCP diants. They are aiso reguinad for non-dymamic msarfaca configurations

whane only hosis with & comesponang leasa ana sered
Use tha Ackd Bution 1o add & new lease endry. The MAC-.Addveas indantifies the host, te iPvdAddress specifies o the fiosd address to usa and e Hosname &5

assgned &3 symbolic name 1o he requesting host

Heslname MAC-Address |Ped-Addrass |Psifi-Buaffix (hex)

. . & Dalala

] Add

Delete: delete the followed entry.

Scroll to the screen identified as “Server Settings” category.
There are 4 tabs to select more options for DHCP and DNS services in the NIO200

10.4.4.1 General Settings

Server Settings

Ganeral Satlings Resoly e Hosts Fées TFTP Semngs Advanced Sesngs

Domain required < @ Don't forwird DNS-Requests without DNS-Name
Authontative % This i th anly DHCP in the focal network
Local sarver har
© Local domain specificaton Namas matching this doman ame never forwarded and ans resoived from DHCP or hosts Nies

ony

Locel domnam  lan
@ Local domain sufx sppended 10 DHCP names and hosts Ml entnes

Log guanes @ Wiita recaned DNS roguests to syslog

DNS forwardngs b
© List of ONS servers %o forward roquests to

Rebind protacnon & @ Discard up y RFC1918 respor
Alow locahost ¥ @ Alow upstroam responses in the 127 0 0 V8 mange, o g for REBL secvices

Domain wivtslist w
© L=t of domains to akow RFC1914 resporses for

Domain required: default value is checked.
Authoritative: default value is checked.

10.4.4.2 Resolve and Hosts Files

u . ‘
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Server Settings

Gersa Sallngs Resoby and Hosls Files TFTP Semrgs Advanced Sellings

Use /ezciachars  ® ) Read /evesenhers boconfigure the DHCP-Sarvar

Leasedls impidhep leases
@ Bia whara givan DHCP-learsas will ba stonad

Igrdne nescbye Be

Resoive filn Impiresoly cond aulo
igh local DNS filn
KnNoFe Sersihasts
Addiional Hasts lies 4

10.4.4.3 TFTP Settings

RUTD REFRESH 0N

Server Settings

Ganaral Sellings Resoly ard Hosts Fies FTE Semnges Advancsd Sellings

Enable TFTP server

By default, TFTP server is not enabled.

Industrial Access Point NE{COM |
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10.4.4.4 Advanced Settings

COM N“0200 14 ALITO REFRE W4 O

Gereral Settings Resolv and Hosts Files TFTP Seltings Advanced Semings

Fitecpvate @ @ Do not forwand reverse lookups % local networks
Filler useless © Do not forward requests that cannct be anseered by public name secvers
Localse quenes @ @ Localise hostname depanding oo e requesting sutnat if multipss 1Ps & available
Expandhosts @ @ Add local domain suffix 4o names served kom hosts fles
No negative cache © Do not cache negatve rephes. @ g for not exsting domans

Addacnal servers fie
@ Thes file may contam ines like serversidoman'! 2.3.4' or "server1 2.3 &' fordomain-speciic or ull upstream DNS sefvers

Sticterder ! g DNS servers wil be queried in the crder of the resalviile

Bogus NX Domain Overmide e}
@ List of hosts that supply bogus NX doman results

PNS server port
© Listening port for inbound DNS queries
DNS query port
© Fued sowrce port for outbound DNS guenes
M, PEHGE loases

© Mxomum allowed number of actve DHCP leases

Max. EDNSO packet sce
© Maxmum allowed size of EDNS 0 UDP packels

i, concurrent quenes
© Maomum allowed number of concurrent DNS quenas

Active DHCP Leases

Hostname IPv4-Address MAC-Address Leasetime remaining

Max. DHCP Leases: default value is unlimited.
Max. concurrent queries: default value is 150
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10.4.5 Hostnames
Clicking the “Network” -> “Hostnames” in the GUI menu will appear the “Hostnames” page.
NEXCOM NIO200-14

Hostnames

Host entries

Hostnames
Hostname

somsrn | son ]

For those device does not have hostname or does not resolve automatically, users
manually assign hostname-IP pair to specific devices.

Add: create a host entry (hostname-IP pair) for a specific device.

(For example, Hostname => “Test-Device”; IP address => “192.168.1.251”)

Hostnames
Haost entries

Hostname P address

| Add

Delete: delete the followed host entry.



10.4.6  Static Routes

Clicking “Network” -> “Static Routes” in the GUI menu will appear the “Routes” page for
two categories: “Static IPv4 Routes” and “Static IPv6 Routes”.

Static routes specify interface and gateway which certain host or network can be
reached over. Such pair (interface and gateway) is called route.

NEXCOM NIO200-14

Routes

Static IPv4 Routes

State Routes

lnterface Target Pvd.-Gateway Matri MU

Host|P or Network

Static IPv6 Routes

Interface Target 26-Gatewsy Metric MU

Py-Address or Network (CIDR)

For IPv4 network, scroll down to “Static IPv4 Routes” screen as follows.

Static IPvd Routes

Interface Targei Fyd-Nernask Prod-Gateway Metric MTU

Hosl-|P or Metwork I larged & 3 mstwark

T

Add: add an entry for route to an IPv4 network or host.

For example: Target network=192.168.10.0; Netmask=255.255.255.0; NIO200 WAN
IP=192.168.0.1;

The route to be assigned will be “wan” for interface and “192.168.0.253” for gateway.
Leave “Metric” and “MTU” field to have default values as 0 and 1500 respectively.

Routes

Static IPv4 Routes

Intertace  Targat Fryd-Hatmask L-Oatenay Matric MTU

)| EEE G| )
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Delete: delete a followed route entry.

For IPv6 network, scroll down to “Static IPv6 Routes” screen as follows.

Static IPvE Routes

Interface Targ=t Pt Gataway Melric MITU

Pril-fiddmess or Network (CIDR)

This seclion contains mo wiliss pe

i3 Add <

Add: add an entry for route to an IPv6 network or host.

Clicking “Add” button has an entry as follows.

Static IPvE Routes

Imesface  Targel |Pufi-Galeway Matric MTU

IPyli-Aakdress or Meatwork
ICIDR)

ER J ] . e

£ Add
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10.4.7 Diagnostics

Click “Network” -> “Diagnostics” in the GUI menu, and navigate to “Diagnostics” web

page.
NEXCOM NIO200-14  suus -

Diagnostics

Network Ultilities

In this page, there are 3 utilities for users to diagnose interface settings and network
paths: Ping, Traceroute, and Nslookup.

Diagnostics

Metwork Utilities

* @ Ping @ Tracersuts @ Mslockup

Install iputits-tracerasted for IPvE racenoula

Ping: test the reachability of a host on an Internet Protocol (IP) network and measure
the round-trip time for messages sent from the originating host to a destination host
and back. The only required parameter is the name or IP address of the

destination host.

Traceroute: track the route packets taken from an IP network on their way to a given
destination host. The only required parameter is the name or IP address of the
destination host.

Nslookup: query the Domain Name System (DNS) to obtain domain name or IP
address mapping.


https://en.wikipedia.org/wiki/Host_(network)
https://en.wikipedia.org/wiki/Internet_Protocol
https://en.wikipedia.org/wiki/Round-trip_time
https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Domain_name
https://en.wikipedia.org/wiki/IP_address
https://en.wikipedia.org/wiki/IP_address

10.4.8 Firewall

Click “Network” -> “Firewall” in the GUI menu, and navigate to page configuring firewall
attributes in the NIO200 Wi-Fi interface.

NEXCOM NIO200-14

Firewall - Zone Settings

The frewall creates zones aver you

General Settings

10.4.8.1 General Settings
Clicking “General Settings” tab on the top of screen will show the “Zone Settings”
configuration including “General Settings” and “Zones” categories.

In the “General Settings” category, there are 5 basic options for traffic control over
interfaces:

"Enable SYN-flood protection” (default: enabled), “Drop invalid packets” (default:
disabled), “Input” (default: accept”), “Output” (default: accept), and “Forward” (default:
reject)

In the “Zones” category, users create or edit zones over your network interfaces to
control network traffic flow.



Zones

il = Farwandings LTS siput Farwarnd Py usmrid i fvgj MEE clamping

wan s

There 3 control buttons as follows for “Zones” settings:

Edit: edit the followed flow entry.

Delete: delete the followed flow entry.

Add: create a new entry for traffic flow among zones over interfaces.

10.4.8.2 Port Forwards

Clicking the “Port Forwards” tab on the top of screen will show the tables for port
forwarding. Adding or editing specific forwarding table allows remote computers on the
Internet to connect to a specific computer or service within the private LAN.

Firewall - Port Forwards

Port Forwvards

In the “New port forward” category, there is only one button for flow editing:
Add: create a new flow entry for port forwarding among zones.

10.4.8.3 Traffic Rules
Clicking the “Traffic Rules” tab on the top of screen will appear the policy tables of 2
categories: “Traffic Rules” and “Source NAT”.
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Ganeral Sethngs Part Forwands raffic Rules Cusiom Rules

Firewall - Traffic Rules

Traffic rules dofine policias for packets traveling batwean difierent zonaes, for example to reject traffic beteessn cortain hasts or to open WAN porls on the router

Traffic Rules

M Match Action Enable Sart

Allcrai- 1Pwa-UIDF Accapt ingwl - P &) Edit | i Delsta
CHCP From any hostin wan

Rengw To any rocter [P at porl 68 on s devwios

Al IPVSICKE with hpe eoho reques’ Acoept mput - * ™ 2 Edit %) Delsta
Ping From asy host in wan

Te any moufer (P on ihis device

Aoy IPvS-LIDP Aceapt input # * = & Edit | g Delete

DHOPwE  From 1P rangs 800 in nas wilh source porl 547
To 1P rarge fefd f20 3l porl S48 on ha dewios

In the “Traffic Rules” category, the flow entries of traffic rule define policies for packets
traveling between different zones (for example, to reject traffic between certain hosts or
to open WAN ports on the router).

In “Source NAT” category, specific flow entries of masquerading that allow fine grained
control over the source IP used for outgoing traffic(For example, to map multiple WAN
addresses to internal subnets) can be added or edited.

Source NAT

Souros MAT is & specilic lorm of masquersdng whch alkews e grained oomol ovar T sourcs IP used ko oulgoing ralhe, Mor sxcerpis S map mufbphe WAN
i asiad G inleinal sulinets

Hame  Match Action Enable Sort

Tiws sechon conlans mo values yed

Hew sourcs NAT;
Hame SRS 2o Destnalion zone Ta sorca IP T soufce por

M - . Pleams choos * | Add and et

Add and edit: create a new entry with default values, and edit at once if required.

Please remember clicking “Save & Apply” button to activate the new settings.

10.4.8.4 Custom Rules

Custom rules allow you to execute arbitrary iptables commands which are not
otherwise covered by the firewall framework. The commands are executed after each
firewall re-start, right after the default rule-set has been loaded.

™ . "
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Ganeral Settings Port Forwards Traffic Rules Custom Rules

Firewall - Custom Rules

Cusiom rules allow you bo execule arbrilary iplables commands ahech are nol othersise coveded by the lirewal framework. The commands ane axecubed aller each
firewal restart. nght after the defaull nileset has bean loaded

¥ Thes file is inlerpreted as shell script
# Put your cusiom glables ndes. here, hey will
# ba socacuted with aach firewsll (re-jstant

# Intermal ues frewall chaing ane flushed and recrealed on nelcaed, 8o
# put cusiom ndes inlo the roct chaing e.g. INPUT or FORWARD or indo the
# spacial user chains, 8.9, npul_wan_rde or posirouing_lan_nis
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